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Abstract—We propose a notion of hierarchical identity-based IIl. RELATED WORKS
encryption (HIBE) scheme with timed-release encryption (TRE) )
mechanism, timed-release hierarchical identity-based encryption In TRIBE, a user can decrypt a ciphertext only when the

(TRHIBE), and define its security models. We also show a generic  user has the receiver’s secret key and the time signal generated
construction of TRHIBE from HIBE and one-time signature, and by TS. Then, if the receiver does not have the time signal or
discuss the security of the constructed scheme. the TS does not have the secret key, they cannot decrypt the
Keywords—timed-release encryption, hierarchical identity-based C'Phe.”eXt- In .[6]’ tWO. securlty_ r.nOdels Of.TRlBE are defined.
encryption, one-time signature One is security against malicious receivéD-ID-CCAcr
security. The other is security against malicious TSD-
ID-CCATs security. A generic construction of TRIBE that
. INTRODUCTION achieves the security is also shown in [6]. It is a combination

. . . of two IBE schemes and a one-time signature scheme, based
Timed-release encryption (TRE) [1] [2] [3] [4] [S] is an o, wp5aiiel Encryption” by Dodis-Katz [7], and the security
encryption mechanism that allows a receiver to decrypt

ciphertext only after the time that a sender designates. proved in the standard model.

Timed-release identity-based encryption (TRIBE) [6] is
an extension of TRE having a function of identity-based
encryption (IBE). In TRIBE, even a legitimate receiver cannot
decrypt a ciphertext using secret key until the time designatefiantity-based encrvption (TRHIBE) and define two securit
by the sender. A TRIBE system consists of a key generatio d yption ( ) T Hrty

. ) Phodels. One is security against malicious receileE)-hiD-
center (KGC), a time server (TS), senders and receivers. &ca . security. The other is security against malicious TS,

fUD-hID-CCATs security. We also present a generic construc-

and a time after which the ciphertext could be decryptediqn of TRHIBE. It is a combination of two HIBE schemes and
The KGC generates a secret key corresponding to an identity gna_time signature scheme, also based on “Parallel Encryp-

of a receiver. The TS periodically broadcasts a time signajign» \we see that if the primitive HIBE schemes aND-hID-
corresponding to the current time. The receiver decrypts the.ca secure and the primitive one-time signature scheme is

ciphertext using the secret key and the time signal correspon@§r.se UrE-CMA secure, then the constructed TRHIBE scheme

ing to the time designated by the sender. TRIBE systems USE IND-hID-CCA~~ secure andND-hID-CCA+< secure in the
identity of user as his/her public key. TRIBE has an advantageisndard modeI.CR . ™ ure !

that it does not require linking public keys to identity such as
PKI.

IIl. CONTRIBUTION

In this paper, we introduce timed-release hierarchical

Timed-release hierarchical identity-based encryption IV. " PRELIMINARIES

(TRHIBE) is another extension of TRE having a function of | this section, we review hierarchical identity-based en-

hierarchical identity-based encryption (HIBE). In TRHIBE, ¢ryption (HIBE) and one-time signature, which we use later.
even a legitimate receiver cannot decrypt a ciphertext using

secret key until a time designated by a sender. A TRHIBE

system consists of senders, multiple KGCs, a single TS, and. Hierarchical Identity-Based Encryption

receivers. The KGCs and users have a hierarchical structure ] ) )

in which each KGC generates a secret key corresponding to In an HIBE scheme, the single KGC functionality of
an identity of a child KGC or a child user. Therefore, the generating secret keys is divided into partial ones and they
load of derivation of users secret keys can be distributed t@re delegated to multiple KGCs. If a KGC is assigned an
multiple KGCs. A sender encrypts a message using an identitgentity vector,ID*~" = (I;,...,I;_), and given a secret
of a receiver and a time. The TS periodically broadcasts &ey, dip-1), corresponding to the identity vector, then it
time signal corresponding to the current time. The receivefan generate a secret ke, ), corresponding to an identity
decrypts the ciphertext using the secret key and the timeector, ID*) = (I1y ..., Ix—1,I). We may denote an identity
signal corresponding to the time designated by the sender. by ID if we need not to specify its hierarchy depth.
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Let A\ be a security parameter and be a maximum
depth of hierarchy. Anhierarchical identity-based encryp-
tion schemeHZBE consists of five probabilistic polynomial-
time algorithmsHZBE =(HIBE.Setup, HIBE.Ext, HIBE.Del,
HIBE.Enc, HIBE.Dec). The setup algorithmHIBE.Setup
takes\ and/ as input, and outputs a public parameterams
and a master secret keysk. The extract algorithntHIBE.Ext
takes params, msk, and an identitylD®) = (Iy,....1;) as
inputs, and outputs a decryption kej,w« . The delegate
algorithmHIBE.Del takesparams, ID*), d,5 ) and an identity
ID*+1) as inputs, and outputs a decryption k&y+1). The
encryption algorithmHIBE.Enc takesparams, 1D, a message
m as inputs, and outputs a ciphertextThe decryption algo-
rithm HIBE.Dec takesparams, a ciphertext: and a decryption
key d\p as inputs, and outputs the plaintext or L. These
algorithms are assumed to satisfy that(ifarams, msk) =
HIBE.Setup(\) and dip = HIBE.Ext(params, msk,|D) or
dypvy = HIBE.Del(params, ID¥~Y d,p—ry, IDW) for k <
n, thenHIBE.Dec(params, dip, HIBE.Enc(params, |D, m)) =
m for any m.

1) IND-hID-CCA Security: We review a standard security
notion for HIBE: indistinguishability against adaptive hierar-
chical identity and chosen ciphertext attacks¥-hID-CCA)
security [8] [9]. We here describe tHBID-hID-CCA security
for HIBE schemeHZBE based on the followingND-hID-
CCA game between a challengérand an adversary.

Setup
C runs (params, msk) <+ HIBE.Setup(A,¢). C
sendsparams to A and keepsnsk secret.

Phasel
A can adaptively issueextraction queriesiD
and decryption queries(ID,¢). C responds to
an extraction querylD by running dp, =
HIBE.Ext(params, msk,1D) and returningdip to
A. C responds to a decryption quefiD, ¢) by
running dip = HIBE.Ext(params, msk,ID) and
m’ = HIBE.Dec(dip, ¢) , and returningn’ to A.

Challenge
A sends two messages,, m; such thatjmg| =
|mi], and an identity to be challenge®* to
C. The challenge identityD* must differ from
any ID issued as extraction query iRhasel
and any its prefixesC randomly choose® €
{0,1} and sends a challenge ciphertext =
HIBE.Enc(params, ID*, m;) to A.

Phase2
A can adaptively issue extraction queri@ and
decryption queriegID,c) in the same way as
in Phaselexcept that the extraction queri¢id
must differ from the challenge identityD* and
its prefixes, and decryption queri€¢l, ¢) must
differ from the pair(ID*, ¢*).

Guess
A outputs a gues € {0,1} and wins ifb = b'.

We define an advantage of in the IND-hID-CCA game
as Adviype S (\) = 2Prlb = ] — 1], in which the
probability is taken over the random coins used (hyand
A. We say that the HIBE schem®ZBE is IND-hID-CCA
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secureif, for any probabilistic polynomial-time adversary,
the function Adv’y, 25~ ()) is negligible in .

B. Signature

Let \ be a security parameterl signatureschemeSZgG
consists of three probabilistic polynomial-time algorithms
SZG = (SigGen, Sign, Verify). The key generation algorithm
SigGen takes A as input, and outputs a signing key and
a verification keyvk. The signing algorithmSign takes sk
and a message: as inputs , and outputs a signature The
verification algorithmVerify takes vk, a messagen, and a
signatures as inputs, and outputsccept or reject. These
algorithms are assumed to satisfy thatsf, vk) = SigGen(\)
then Verify(vk, m, Sign(sk, m)) = accept for any m.

1) OT-sEUF-CMA Security: We review a security notion
for one-time signature scheme: one-time strong existential un-
forgeability against chosen message attacks (OT-sEUF-CMA
security [10]. We here describe tl@T-sEUF-CMA security
for signature schem&ZG based on the followin@T-sEUF-
CMA game between a challengérand an adversary.

Setup
C runs the ¢k vk) < SigGen()). C sendsvk to
A and keeps:k secret.

Query
A can issue a signing queny. to C only once.
C responds to the singing query. by running
o = Sign(vk, m) and returnings to A.

Forge
A outputs a pair(m™*, o*).

We define the advantage of in the OT-sEUF-CMA game
as Advg}gi{F'CMA(A) = Pr[Verify(vk, m*, 0*) = accept A
(m,0) # (m*,0%)], in which the probability is taken over
the random coins used l§yand. 4. We say that the signature
schemeSZG is OT-sEUF-CMA securef, for any probabilistic
polynomial-time adversary, the functionAdvgrg 3 " (\)

is negligible in\.

V. TIMED-RELEASEHIERARCHICAL IDENTITY-BASED
ENCRYPTION(TRHIBE)

In this section, we introduce timed-release hierarchical
identity-based encryption(TRHIBE) scheme and define its se-
curity models.

A TRHIBE system consists of a single TS, multiple KGCs
and multiple users connected through a communication net-
work. The time server periodically broadcasts a time signal
corresponding to the current time, and all users can receive
the time signal. The single KGC functionality of generating
secret keys is divided into partial ones and they are delegated
to multiple KGCs. If a KGC is assigned an identity vector,
ID*Y = (I,,...,I_1), and given a secret keyly-1),
corresponding to the identity vector, then it can generate a
secret keyd,5), corresponding to an identity vectop®) =
(I1, ..., Iy—1, I;). We may denote an identity U if we need
not to specify its hierarchy depth. A user (sender) encrypts a
plaintext, designating another user (receiver) who can decrypt
the ciphertext and a time only after which the ciphertext can
be decrypted. The receiver can decrypt the ciphertext with the

www.ijacsa.thesai.org
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secret key thahe/she has and the time signal that the time

server broadcasts at the designated time.

Let A\ be a security parameter anl be a maximum
depth of system. Antimed-release hierarchical identity-
based encryption schemERHZBE consists of seven prob-
abilistic polynomial-time algorithm§ RHZBE=(TS_Setup,
KGC_Setup, Release, Extract, Delegate, Encrypt, De-
crypt). The time server's setup algorithiiS_Setup takes
A as input, and outputs public key tpk and the corre-
sponding secret keysk. The key generation center's setup
algorithm KGC_Setup takes A and the depth/ as input,
and outputs a public parameterrams and a master secret
key msk. The release algorithrRelease takestpk, tsk and
a time periodT as inputs, and outputs a time signé}.
The extract algorithmExtract takes params, msk, and an
identity ID™®) = (11, ..., ;) as inputs, and outputs a decryption
key dipx). The delegate algorithnDelegate takes params,
ID™), dipy and an identitylD* 1) as inputs, and outputs
a decryption keyd,px+1). The encryption algorithnEncrypt
takes tpk, params, T, and ID, and a message: as inputs,
and outputs a ciphertext The decryption algorithnDecrypt
takes as inputspk, params, a ciphertext/, dr, a user’s secret
key d\p, and outputs the plaintext’ or L. These algorithms
are assumed to satisfy th@tecrypt(ipk, params, dr, dip,
Encrypt(tpk, params, T, ID, m)) = m holds for anym, if (¢pk,
tsk) = TS_Setup(N), (params, msk) = KGC_Setup(A, £), st
= TR.Release(tpk, tsk, T)), andd\p = HIBE.Ext(params, msk,
ID) hold, and thatl,., = HIBE.Ext(params, msk, ID™) and
dypey = HIBE.Del(params, ID*~Y, dip 1y, ID®) for k < n
hold.

A. Security

We can consider security against malicious TS and security

against malicious receiver.

1) IND-hID-CCAts Security.: We introduce a security
notion for TRHIBE: indistinguishability against adaptive hi-

erarchical identity and chosen ciphertext attacks by time-

servers (IND-hID-CCAss) security This security ensures that
a malicious time server, who has a secret kéy cannot obtain

any information of message from ciphertext without decryption

key dip. We here describe th&D-hID-CCA+s security for a
TRHIBE schemel RHZBE based on the followingND-hID-
CCA+1s game between a challeng@rand adversaryA.

Setup
C runs {pk, tsk) « TS_Setup()) and params
msk) <+ KGC_Setup(}, ¢). C sendstpk, tsk and
params to A and keepsnsk secret.

Phasel
A can adaptively issue extraction querid®
and decryption querieT,ID,c). C responds
to an extraction queryiD by running dp =
Extract(params, msk, ID) and returningd;p to
A. C responds to a decryption query ,(ID, ¢)
by running dr = Release(tpk, tsk, T), dp =
Extract(params, msk, ID) and ¢ = Decrypt(dr,
dp, ¢) , and returning: to A.

Challenge
A sends two messages,, m; such thatimg| =
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|m+], a time periodl™ and an identity to be chal-
lengedID* to C. The challenge identityD* must
differ from anyID issued as extraction queries in
Phaseland any its prefixes<’ randomly chooses
b € {0,1} and sends a challenge ciphertext
c* = Encrypt(tpk, params, T*,1D*, m;) to A.
Phase2
A can adaptively issue extraction queri® and
decryption queries(T,ID,c) in the same way
as Phaselexcept that the extraction queri¢id
must differ from the challenge identityD* and
its prefixes, and the decryption querigs, ID, ¢)
must differ from the tuplgT™, 1D*, ¢*).
Guess
A outputs a guest € {0,1} and wins ifb =b'.

We define an advantage dfin the IND-hID-CCA+ts game
as AdviDI2EENS(\) = [2Pr[b = ] — 1], in which the
probability is taken over the random coins used(bgand A.
We say that the TRIBE schemfeRHZBE is IND-hID-CCAts
secureif, for any probabilistic polynomial-time adversary,
the function Adv'Y 7,255 50° () is negligible in\.

2) IND-hID-CCAcr Security.: We introduce another secu-
rity notion for TRIBE: indistinguishability against adaptive
hierarchical identity and chosen ciphertext attacks by curious
receiver (IND-hID-CCAcR) security This security ensures that
a receiver who has a decryption kéy, cannot obtain any
information of message from ciphertext without time signal
dr. We here describe théND-hID-CCAcr security for a
TRIBE schemeT RHIBE based on the followingND-hID-
CCAcr game between a challengérand an adversaryl.

Setup
C runs (tpk tsk) < TS_Setup()) and (pamms,
msk) <— KGC_Setup(A, ¢). C sendsparams, msk
and tpk to A and keepgsk secret.

Phasel
A canadaptively issue release querifsand de-
cryption queries (TID, ¢). C responds to a release
queryT by runningdr = Release(tpk, tsk, T) and
returning do to A. C responds to a decryption
query (7; ID, ¢) by running dr = Release(tpk,
tsk, T), dpp Extract(paramsmsk, D) and
¢ = Decrypt(dr, dip, ¢) , and returning: to A.

Challenge
A sends two messages,, m; such thatjmg| =
|m1|, a time period7™* and an identitylD* to
be challenged t¢. The challenge time perigd*
must differ from anyl” issued as release queries in
PhaselC randomly chooses € {0, 1} and sends
a challenge ciphertext = Encrypt(tpk, params,
T*, |D*, mb) to A.

Phase2
A can adaptively issue release queri€sand
decryption queries(T,ID,¢) in the same way
as Phaselexcept that the release query must
differ from the challenge time perigfi*, and the
decryption querie$T’, ID, ¢) must differ from the
tuple (7™, 1D, ¢*).

Guess
A outputs a guess’ € {0,1} and wins ifb =b'.
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We define aradvantage of4 in theIND-hID-CCAcr game
as AdviD02EAR(A) = [2Pr[b = ¥] — 1], in which the
probability is taken over the random coins used(gnd A.
We say that the TRIBE schemfeRHZBE is IND-hID-CCAcr
secureif, for any probabilistic polynomial-time adversary,

the function Adv!F2 725557 (M) is negligible in .

B. Security of TRHIBE.
1) IND-hID-CCA+s secure:

Theorem 1: If I’ is an IND-hID-CCA secure hierarchi-
cal identity-based encryption scheme aridis a OT-sEUF-
CMA secure one-time signature scheme, tiieis an IND-
hID-CCAts secure timed-release hierarchical identity-based

VI. CONSTRUCTION OFTRHIBE encryption scheme.

Here we present a generic construction of TRHIBE schem&roof(Theorem 1)  SupposeA is an adversary that breaks
from two HIBE schemes, and a one-time signature scheme. theIND-hID-CCA+s security ofl". We construct a simulatd?
which breaks théND-hID-CCA security of the HIBE scheme
II' using A. Say a ciphertext = (c1,¢2,7,1D,vk,0) is
valid if Verify(vk, c1]|c2||T||ID,0) = accept. Let ¢* =
(cf,c5,T*,ID* ,vk*,0*) be the challenge ciphertext. Let
Forge denote the event thatl submits a valid ciphertext
¢ = (e1,c9,T,ID,vk*,0) as a decryption query t6 in the
Phase2, and Succ denote the event tha8 wins the IND-
hID-CCA game. We prove the following claims.

A. Construction

Let IT = (HIBE.Setup, HIBE.Ext, HIBE.Del, HIBE.Enc,
HIBE.Dec) and II' = (HIBE’.Setup, HIBE'.Ext, HIBE'.Del,
HIBE'.Enc, HIBE'.Dec) be hierarchical identity-based encryp-
tion schemes, an® = (SigGen, Sign, Verify) be a one-time
signature scheme.

A TRHIBE schemd” = (TS_Setup, KGC_Setup, Release, laim 1: PrlF ) liibl
Extract, Encrypt, Decrypt) is constructed as folles. Claim 1: Pr[Forge] is negligible
Claim 2: Pr[Succ|Forge| = AdU'IL\"JDthD-CCATS + %

Proof(Claim 1) We assum&orge occurs. Then, we construct
a forger 7 who breaksOT-sEUF-CMA security of the one-
time signature schemg, from A. The description ofF is as
follows.

Time server setupTS_Setup(A):
Step 1: RunHIBE.Setup(), 1) to generatéparams, msk).
Step 2: Setipk = params and tsk = msk.
Step 3: Return(tpk, tsk).

Key generation center setupKGC_Setup(A, £):
Step 1:Run HIBE'.Setup(), ¢) to generatg params, msk).
Step 2: Returr(params, msk).

Setup
F receives vk* from C. Then F runs (tpk
tsk) < TS_Setup(\) and (mrams, msk) <+
KGC_Setup(), £). F sendstpk, tsk and params
to A and leepsmsk.

Query

ReleaseRelease(ipk, tsk, T):
Step 1: RurHIBE.Ext(tpk, tsk,T) to obtaindr.

Step 2: Returniy.

Extraction Extract(params, msk,D):
Step 1: RUnHIBE'.Ext(params, msk, D) to obtaindip, .
Step 2: Returnp;.

Delegate(params D™ dyp , IDFFD):

Step 1. RunHlBE/-Dd(Z’ammSa|D(k),d|D<k>,|D(k+1)) to
obtain dip 1) .

Step 2: Returnd,px+1).

Encryption Encrypt(tpk, params, m,T,ID):
Step 1: RurSigGen(\) to generatg sk, vk).
Step 2: Randomly choosg < {0,1}I™l.
Step 3: Computey; = m @ s;.
Step 4: Compute;, = HIBE.Enc(ipk, s1||vk, T).
Step 5: Computes = HIBE'.Enc(params, sa||vk, ID).
Step 6: Computer = Sign(sk, c1]|cz||T'||ID).
Step 7: Set = (¢1,¢2, T, 1D, vk, 0).
Step 8: Return.

Decryption Decrypt(ipk, params, c,dr,dp):
Step 1: Parse ¢ as= (c1,c2, T, ID, vk, o).

F can respond to extract queries and de-
cryption queries of.A since F has tsk and
msk. If A happens to issue a valid ciphertext
¢ = (c1,c2,T,ID,vk*,0) as decryption query
to F before Challenge in the IND-hID-CCAtg
game, therF simply outputs(c||c2||T||ID, o) as
forgery and stops.

Challenge
If A outputs(mg,my,T*,1D*) as challenge F
randomly choosess; € {0,1}I™ and b €
{0,1}, and computess, = mp @ s;. Then F
computesc} = HIBE.Enc(ipk, s1||vk*,T*) and
c5 = HIBE'.Enc(params, sz||vk™,ID*), then is-
suesm* = (c1||e2||T*||ID*) as signing query
to C and obtainsc*. Finally F returnsc* =
(ct,cs, T, ID*,vk*, o*) as the challenge cipher-
text to A.

Forge
If A issues a valid ciphertxt = (c1, co, T,
ID, vk*, o) as decryption query, the# outputs
(c1]|e2]|T]|ID*, o) as forgery.

F can forge the signature ifl issues a decryption query

Step 2: If Verify(vk, c1]|c2||T']|ID, 0)= reject
1 and stop.

Step 3: Compute; ||vk’ = HIBE.Dec(tpk, ¢1,dr).

Step 4: Computes||vk” = HIBE'.Dec(params, ca, d\p).

Step 5: If vk = vk’ = vk” then returnm = s; @ sg, €else
return L.

then return  that causes the eveRbrge. It, however, contradicts that is
OT-sEUF-CMA secure. ThusPr[Forge] is negligible. O

Proof(Claim 2) We construct an adversar who breaks
IND-hID-CCA security of the HIBE schemHB’ using.A. The
description ofB3 is as follows.
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Setup
B receivesparams from C. Then5 runs {pk, tsk)
+ TS_Setup()) and sendspk, tsk and params
to A.

Phasel
B respondsto A’s extraction querylD by is-
suing ID as B’s extraction query toC and ob-
taining dip from C and returningdp to A. B
responds taA’'s decryption queryc as follows.
If Verify(vk, c1||ce||T||[ID,0) = reject, thenB
returns L to A. Otherwise B runs s;||vk’ «
HIBE.Dec(cy,dr) and issues decryption query
(c2,1D) to C and obtainsss||vk”. B returnsm =
s1 @ s9 to A if vk = vk’ = vk”, and otherwise
B returns_ to A.

Challenge
If A outputs (my, my, T*,ID*) as challenge,
B runs (sk, vk*) <« SigGen(A) and ran-
domly choosess; € {0,1}™ and runsc;
HIBE.Enc(tpk, r||vk*,T*). Then B computes
My, (mo D THUIC*) and M, (m1 D
r|lvk*), and issues My, M;,ID*) as B's chal-
lenge toC and obtains cyphertext;. B runs
o* = Sign(sk*, cf||c5||T*||ID*) and returns:* =
(cf,cs, T*,ID* vk* 0*) as challenge ciphertext
to A.

Phase2
B responds tod’s extraction queryD in the same
way as inPhasel.B responds tad’s decryption
qguery as follows. The followings are done in a
sequential way.

Stepl
It Verify(vk, ca[|ca||T]|ID|],0) =
reject, then B returns | and skips
step2~4.

Step2
If vk = vk*, thenB stops the simula-
tion and outputs a random hit.

Step3
If (co,ID) = (c},ID*), thenB returns
1 and skipsstep4

Step4
B responds in the same way as in
Phasel.

Guess If A outputs a bit, ther3 outputs a same bit as
its guess.

We examine thé3’s simulation of the response to decryp-
tion queries inPhase2. In the case cVenfy = reject in
Stepl, B returns L in the same way as in our decryption

Vol. 5, No. 11, 2014

A wins the IND-hID-CCAts game, i.e.,Pr[Succ|Forge| =
Adv IND hiD-CCArs . 1 O

We see that

Pr|{Succ A Forge

Pr[Succ|Forge]| - Pr[Forge]

(1 — Pr[Forge])
Pr[Succ|Forge]| - Pr[Forge]

Pr[Succ] >

g

[

[
Pr[Succ|Forge] -
r[Succ|Forge] —
[ |-

AV

Pr[Succ|Forge| — Pr[Forge],

then, fromClaim 2, we have that

1
Pr[Succ] > Advya'th'CCATs + 3~ Pr[Forge].

It Adv5"C“ATs is not negligible, Advy) 3" A =
| Pr[Succ] — | is not negligible fromClaim 1, and it contra-

dicts our assumption. This completes the proofTbieorem
1. O

2) IND-hID-CCAcRr secure:

Theorem 2: If II is an IND-hID-CCA secure hierarchi-
cal identity-based encryption scheme aridis a OT-sEUF-
CMA secure one-time signature scheme, tiieis an IND-
hID-CCAcr secure timed-release hierarchical identity-based
encryption scheme.

Proof(Theorem 2)  SupposeA is an adversary that breaks
the IND-hID-CCA+s security ofI". We construct a simulator
B which breaks thelND-hID-CCA security of the HIBE
schemell using.A. Say a ciphertext = (¢1, ¢, T, 1D, vk, o)

is valid if Verify(vk, c1||e2||T||ID,0) = accept. Let ¢* =
(ci,c5, T, ID*,vk*,0*) be the challenge ciphertext. Let
Forge denote the event thatl submits a valid ciphertext
¢ = (c1,09,T,ID,vk*, o) as a decryption query t6 in the
Phase2, and Succ denote the event thaf wins the IND-
hID-CCA game. We prove the following claims.

Claim 3: Pr[Forge] is negligible
Claim 4: Pr[Succ|Forge| = AdvIND ID-CCAR . i

Proof(Claim 3) We assum&orge occurs.Then, We construct
a forger 7 who breaksOT-sEUF-CMA security of the one-
time signature schemsg, from A. The description ofF is as
follows.

algorithm, and then it perfectly simulates the challenger in

IND-hID-CCAts game. In the case ofk = vk* in Step2,

the eventForge occurs. In the case dfcs, ID) = (c5,1D")

in Step3, sincece equals toch, the decryption ofcs is

My = (mo @ r||vk*) or My = (mq1 ®r||vk*). However, since
vk # vk*, the decryption ofc is 1, and thenB simulates
perfectly. In the case ofcg, ID) # (c¢5,1D*), B can issue the
valid decryption querycs, D) to C.

If the eventForge does not occursB perfectly sim-
ulates the challengers in thiND-hID-CCAts game and
wins the IND-hID-CCA game with the same probability that

Setup
F receives vk* from C. Then F runs (pk,
tsk « TS_Setup(\) and (params msR <«
KGC_Setup(}, £). F sendsparams, msk andtpk
to A and keepgsk.

Query
F can respond to extract queries and de-
cryption queries ofA since F has tsk and
msk. If A happens to issue a valid ciphertext
¢ = (c1,c2,T,ID,vk*,0) as decryption query
to F before Challenge in the IND-hID-CCAtg
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game, therF simply outputs(c||c2||T||ID, o) as
forgery and stops.

Challenge

Forge

If A outputs (mg,m1,T*,1D*) as challenge ,
F randomly chooses; € {0,1}/™ andb €
{0,1}, and computess, = mp @ s;. Then F
computesc; = HIBE.Enc(tpk, s, ||vk*, T*) and
cs = HIBE.Enc(params, so||vk™, ID*), then is-
suesm* = (c1]|eo||T*||ID*) as signing query
to C and obtainsc*. Finally F returnsc* =
(cf,cs, T*,ID* vk*, o*) as the challenge cipher-
text to A.

If A issues a valid ciphertxt ¢ =
(c1,¢2,T,ID,vk*,0) as decryption query,
then F outputs(c ||c2||T|[ID*, o) as forgery.

F can forge the signature ifl issues a decryption query
that causes the eveRbrge. It, however, contradicts that is

OT-sEUF-CMA secure. ThusPr[Forge] is negligible.

O

Proof(Claim 4) We construct an adversar$ who breaks
IND-hID-CCA security of the HIBE schem# using.A. The

description

Setup

Phasel

ofBB is as follows.

B receives params from C. We call this
params tpk. Then B runs (params msk) <
KGC_Setup(}, ¢) and sendgparams, msk and
tpk to A.

B responds toA’s release queryl’ by issu-
ing T as B's extraction query toC and ob-
taining dr from C and returningdr to A. B
responds taA's decryption queryc as follows.

If Verify(vk, ci||c2||T||ID,0) = reject, thenB
returns L to A. Otherwise B runs ss||vk’ «
HIBE.Dec(co, dip) and issues decryption query
(c1,T) to C and obtainss,||vk”. B returnsm =

51 @ sy to A if vk = vk’ = vk”, and otherwise
B returns_ L to A.

Challenge

Phase2

If A outputs (mg,mq,T*,ID*) as challenge,
B runs (sk*,vk*) < SigGen(\) and ran-
domly choosess; € {0,1}™ and runsc;
HIBE.Enc(params, r||vk*,ID*). Then B com-
putes My = (mo @ r||vk*) and M; = (m1 ®
r||vk*), and issues(My, M;,T*) as B’s chal-
lenge toC and obtains cyphertext;. B runs
o* = Sign(sk*, ci||cs||T*||ID*) and returng* =
(cf,cs, T*,ID* vk*, 0*) as challenge ciphertext
to A.

B responds tod’s extraction queryl’ in the same
way as inPhasel.B responds tad’s decryption

Vol. 5, No. 11, 2014

Step2
If vk = vk*, thenB stops the simula-
tion and outputs a random hit.
Step3
If (¢1,T) = (¢, T*), thenB returns
1 and skipsstep4.
Step4
B responds in the same way as in
Phasel
Guess
If A outputs a bit, ther3 outputs a same bit as
its guess.

We examine thds’s simulation of the response to decryp-
tion queries inPhase2. In the case dferify = reject in
Stepl, B returns L in the same way as in our decryption
algorithm, and then it perfectly simulates the challenger in
IND-hID-CCAts game. In the case ofk = vk* in Step2,
the eventForge occurs. In the case ofc;,T) = (¢}, T*)
in Step3, sincec; equals tocj, the decryption ofc; is
My = (mo @ r||vk*) or My = (mq @ r||vk*). However, since
vk # vk*, the decryption ofc is L, and then simulates
perfectly. In the case ofc;,T) # (¢;,T*), B can issue the
valid decryption queryc;,T) to C.

If the eventForge does not occurspB perfectly sim-
ulates the challengers in theND-hID-CCAcg game and
wins the IND-hID-CCA game with the same probability that
A wins the IND-hID-CCAcr game, i.e.,Pr[Succ|Forge| =

Ad'UII'w\l’IthD_CCACR + %. 0
We see that
Pr[Succ] Pr[Succ A Forge

v

[
Pr[Succ|Forge] - Pr[Forge]
Pr[Succ|Forge] - (1 — Pr[Forge])
[
[

T

r[Succ|Forge] — Pr[Succ|Forge] - Pr[Forge]
=

Y

Pr[Succ|Forge] — Pr[Forge],

then, fromClaim 3, we have that

1
Pr[Succ| > Adv}[\'ath'CCACR + 5~ Pr[Forge].

If Advp 5" is not negligible, Advly3"P A =
| Pr[Succ] — 1| is not negligible fromClaim 4, and it contra-

dicts our assumption. This completes the proofTbeorem
2. a

VII.

In this paper, we introduced a notion of TRHIBE and de-
finedIND-hID-CCAcg security andND-hID-CCA+s security.
Moreover, we showed a generic construction of TRHIBE in
which a constructed scheme achieves those security if the

CONCLUSION

sequential way.
Stepl

If  Verify(vk,c1||eo||T||ID]|],0) =
reject, then B returns L and skips

step2~4.

primitive one-time signature schemed3-sEUF-CMA secure.
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