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Abstract—The Internet of Things (loT) is a concept and a
paradigm that considers the pervasive presence in the
environment of a variety of things/objects through wired or
wireless that are uniquely addressed and are able to interact
with each other and cooperate with other things/objects in order
to create new applications/services and to achieve common
objectives. 10T defines a new world where the real, the digital
and the virtual converge to create an environment that makes
the energy, transport, city, and many other areas to become more
intelligent. The 10T purposed is to validate the connection type:
anytime, anywhere, and everything and everyone. 10T may be
considered as a network of physical objects with embedded
communication technologies that 'feel’ or interact with internal
or external environment. This paper presents a survey on the
Internet of Things software architectures that meets the
requirements listed above.
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l. INTRODUCTION

The Internet of Things is a paradigm that is included in the
Internet of the Future. According to the International
Telecommunication Union (ITU) [1], the Internet of Things
will connect the world’s objects, both in sensory and intelligent
way. The ITU proposed an Internet of Things ecosystem that
included all things from everyday live.

The Ecosystem proposed by ITU [1] can be represented
according to the Fig. 1 [2]. The scanners are used to identify
the things (by labels or RFID tags). These scanners can
transmit the locations of the things to the others systems (upper
layer). Middleware systems and development tools can be used
to design applications and services that use the information
from the things. This information can be stored in the cloud
and can be accessed through the Internet providing greater
flexibility of the services.

Currently, there is no definition for the Internet of things
[3] accepted by the scientists. Because the terms Internet of
Things is widely and increasingly used, in the specialized
literature can be found several definitions of the IoT. A
definition of the loT is the following [4]: "global network of
interconnected objects that are unique addressable based on the
standard communication protocols." Another definition is
provided by Atzori et al [5] that included the services provided
by the things with virtual identity and the capability to
communicate in the virtual environment. Other definitions and
models can be found in [6]-[10].

The Internet of things includes the existing technologies
such as Machine-to-Machine (M2M) [11], [12], wireless sensor
networks (WSN), RFID, embedded systems, etc. The
challenges of the Internet of Things are [6]-[10]: data
confidentiality and encryption, security, safety, information
privacy, standardization, naming, and identity.

The paper is organized as follows: Section Il presents the
l0T architectures presented in the specialized literature, and the
conclusions are drawn in section I1l.

Il.  THEIOT ARCHITECTURES

This section will be an overview of the variously proposed
architectures for 10T. Fig. 2 presents an 10T model which can
have up to five layers and different names of the layers.
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Fig. 1. The Internet of Things Ecosystem [1]

The perception layer (Layer 1) [14] represents the sense
organs of the 10T and deals, mainly, with objects identification
and data collection. The perception layer includes 2-D
barcodes tag readers, RFID tags and appropriate
readers/inscriptions, cameras, GPSs, sensors, terminals, sensor
networks, etc. Its main task is to identify the object and collect
information. In [15], Layer 1 is called the sensing layer and is
similar to the perception layer in [14] but it is proposed as an
innovative fusion between RFID and wireless sensor networks
(WSN) called EPC sensor networks. It has the same meaning
and name as the sensor layer in [16], indicating that it defines
an additional base station. Another name for Layer 1 is given
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in [19], namely the device layer with the two basic elements:
gateway and device.

The next layer is Layer 2 called transport layer in [14]. Its
main function is the transmission and processing of end-to-end
information in a reliable or unreliable way. Another name
given to this layer [14] is the network layer. The authors define
this layer as a neural network that represents the brain of the
10T and includes a network convergence for communication,
the Internet, a network management center, an information
center and an intelligent processing, etc. Layer 2 is called the
core layer in [16] which mainly includes the network access
and the Internet. Another name of this layer can be found in
[17] as the gateway layer. This layer establishes a
communication channel for heterogeneous sensors and RFIDs,
which is the next layer, namely the middleware.

The next layer, Layer 3, has been called the processing
layer in [14] and, mainly, it stores, analyses and processes the
information related to items received from Layer 2. In [17],
Layer 3 is called the middleware layer. This is the layer where
the loT systems run. In order to modularize the physical
objects, a proxy can map the messages of the objects to their
logical components from the middleware.

Software  components in  execution are virtual
representations of services and physical objects. The proxy is
connected to servers for applications, ontology, lookup,
database and management. A very similar model to the one
proposed in [14] is proposed in [18]. This has all five layers,
but the process layer is changed with the middleware layer.

Another name for Layer 3 is given in [19] where this layer
is called the service support and application support layer that
provides generic capabilities for all IoT applications (e.g.
processing and data storage) and capabilities specific to various
applications.
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Fig. 2. Layered architecture of 10T [14]

Layer 4, the application layer, contains loT applications
[19]. Layer 5 is the business layer. As it is well known, the
success of a technology depends not only on the priority of
technology, but also on reasonable innovation in the business
model [14]. The models presented so far are a little vague and
do not yet provide a complete standardization (concrete
implementations are not shown). The architecture presented in
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Fig. 2 can be a starting point for the standardization process.
Below, we make a brief presentation of other approaches
related to the 10T architecture.

In [20], the authors highlight the need for a transparent and
standardized end-to-end architecture in order to replace
proprietary approaches. Thus, for the physical layer, they opted
for IEEE 802.15.4-2006 PHY. From the MAC perspective, for
the MAC layer, the IEEE 802.15.4 was used.

The MAC protocol of this new family is tailored for
multihop/mesh  industrial ~ applications under extreme
interference and attenuation (fading). From the network
perspective, the introduction of the IETF 6LoWPAN family of
protocols has an essential role in connecting low-power radio
devices to the Internet and the working group from IETF
ROLL introduced appropriate routing protocols to achieve
universal connectivity.

Indeed, the two working groups worked for IPv6
connectivity, which is a great advantage in ensuring worldwide
accessibility, true scalability and reliable security. From an
application perspective, the introduction of the CoAP IETF
protocols family had an essential role in ensuring that the
application layer and the applications themselves must be
redesigned to run on networks with low power consumption. A
similar architecture to that described in [20] (that is based on
WSN - Wireless Sensor Network, CoAP and REST) is found
in [21]. Here, the authors implement and evaluate the model,
which includes Linux, Contiki, as well as Linux service to
integrate with the Hadoop HBAs data store.

In the vision of 10T-A project [22], the Internet of Things is
based on the fact that the interoperability of the solutions for
both the communication and the services must be provided on
various platforms. This justifies, firstly, the creation of a
reference model for the 10T domain, in order to promote a
common approach. Secondly, companies that want to create
their own loT compatible solutions must be sustained by a
reference architecture that describes the essential constituents
and the choices related to designing support in order to meet
contradictory requirements in terms of functionality,
performance and security implementation. The central choice
for the 10T-A project was to base the work on actual "state of
art" techniques, rather than on the use of new technologies. In
[23] the authors provide a brief description throughout the state
of art in loT, with a special focus on the concepts and
technologies related to mobility, communication and wireless
networking. The authors concluded that although the concept
of 10T has some years, there are still many technical problems
that were not solved such as heterogeneity, scalability, security,
connectivity, energy, management, naming and identification.
The complexity of these issues, especially concerning the
nature of resource constraints in most 10T components and the
use of wireless communication requires a unified architectural
vision able to be solved in a consistent manner. In the article,
the authors describe briefly a recent case study of architecture
and protocol suite that were used to implement the 10T. In their
vision, the basic elements of the architecture are the Wireless
Sensors Networks (WSN) and 6LoWPAN [24] used to connect
to the Internet by IPv6 that has enough Internet addresses and
web services. The article refers to the model proposed in the
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10T-A project, but it is not supported by substantial discussion
in relation to this model.

An effective 10T implementation used to monitor normal
domestic conditions through a pervasive (ubiquitous) system of
low-cost sensors is presented in [25]. The proposed model is
based on a wireless sensor network based on the ZigBee
protocol. End devices collect and send data on a ZigBee
coordinator, after which the specific data of the ZigBee
protocol format are translated for the Internet IPv6 protocol
implemented on a gateway layer. In conclusion, there could be
highlighted three layers, namely: smart metering devices, loT
gateways and Internet servers. The domestic application seems
to be exciting, but it is interoperable with other 10T models. It
looks more like a silage model type or an Intranet of Things.

A more sustained architecture with implementation and a
practice test is presented in [26]. In this article, the authors
present a new architecture called Sensor Networks for an All-
IP World (SNAIL). This architecture includes four major
technologies - mobility, web, time synchronization and security
in architecture for adaptation to IP. Afterwards, the authors
describe how they have verified the feasibility and
interoperability of the architecture by implementing a SNAIL
platform and testing it on a Korea Advanced Research Network
(Koren) national model. The model is more complete but the
research continues.

An interesting new concept was introduced in [27]. It was
called the Social Internet of Things (SIoT) and it is based on a
type of relationships between objects, similar to the
relationships between human beings. The authors analyzed
statistically the SloT network structure through simulations
that modeled the mobility of objects and the relations between
them. Preliminary results have shown that most SIoT features
are these observed in social networks of people. Based on the
results of these analyses, the authors investigated whether the
navigability can be reached in SIoT and identified techniques
in setting the social networking that can improve the
navigability. The proposed model has three layers: the base
layer that contains a database for storing and managing data
with relevant descriptors, a database of ontology and engines
for semantics and communications. Another approach of the
SloT is presented in [28] and an original way to approach the
future 10T is presented in [29] and [30]. The authors introduce
two aspects: Unit loT and Ubiquitous 1oT. Unit 10T refers to
the basic loT unit that focuses on providing solutions for
special applications and the architecture is the man-like
nervous (MLN) model type. At the same time, their vision of
the future Internet and especially the global 10T is about
ubiquity in the sense that “everything must be connected,
intelligently controlled and covered from everywhere." The
model was called Ubiquitous 10T which refers to the global,
national, industrial or local 10T and represents the integration
of multiple 10T units (Unit 1oT) with a "ubiquitous” character.
The Ubiquitous 1oT architecture looks like the social
organization framework (SOF) model.

The architecture proposed in [31] starts from the open
EPCglobal Network architecture. The authors emphasize that
there are many approaches regarding the 10T; they claim to be
followers of the architectural approach based on the EPCglobal
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Network. However, the loT requires a more holistic
architecture. It can be built on design principles such as the
EPCglobal Architecture Framework [32].

An interesting architecture that is based on the EPCglobal
architecture and the IEEE 1451 is presented in [33]. Both are
integrated into the loT architecture framework and the
EPCglobal and IEEE 1451 standard framework, in order to
form an open environment. It simulated a scenario after which,
finally, the authors conclude that the proposed 10T is feasible.

The industrial environment is made explicit in [34]. It
proposed an architecture called loT@Work whose main
component is ENS (Event Notification Server) which aims to
collect, organize and deliver, in a controlled way, the
production data from the shop floor. The ENS middleware
provides a communication model based on events like
publish/subscribe communication to support templates such as
one-to-many and many-to-many and the dynamic coupling of
the services, processes and devices. The model uses the AMQP
(Advanced Message Queuing Protocol) protocol and
architecture [35].

In order to address to the specific challenges of the 10T, in
[36] both the VIRTUS architecture (as an event-driven
middleware built on existing standards such as XMPP and
OSGi) and security issues are discussed. The VIRTUS
architecture is a middleware solution for the management of
loT applications. Using the paradigm of "publish&subscribe™
and XMPP native security facilities, VIRTUS simplifies the
10T application development.

I1l.  CONCLUSIONS

In this paper, we were presented the main 10T architecture
presented in the literature. From these architectures can see that
the most include a middleware level to distribute the data in the
Internet. However, at this time there is not a middleware
standard that is accepted by all in the deployment of loT
systems. In fact, the most IoT architectures include existing
technologies that are used in order to meet the requirements for
the loT systems in terms of the interaction of things via the
Internet. Furthermore, the majority of the loT architectures are
organized on five layers, according with Fig. 2.

ACKNOWLEDGMENT

This paper was supported by the project "Increasing the
competitiveness of the EURONEST ICT&Hub Regional
Innovation Cluster and stimulating interactions between
members to develop high tech products and services” -
Contract no.: 1CLT/800.020/19.05.2014, project co-funded
from European Social Fund through Sectorial Operational
Program Increase of Economic Competitiveness 2007-2013.

REFERENCES

[1] International Telecommunications Union, ITU Internet Reports 2005:
The Internet of Things. Executive Summary, Geneva: ITU, 2005.

[2] Louis COETZEE, Johan EKSTEEN, The Internet of Things — Promise
for the Future? An Introduction, IST-Africa 2011 Conference
Proceedings Paul Cunningham and Miriam Cunningham (Eds) IIMC
International Information Management Corporation, 2011 ISBN: 978-1-
905824-26-7.

142|Page

www.ijacsa.thesai.org



[3]

(4]

[5]
[6]

[71
(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(IJACSA) International Journal of Advanced Computer Science and Applications,

Y. Huang and G. Li. Descriptive Models for Internet of Things. In Proc.
of Int. Conf. on Intelligent Control anf Information Processing (ICICIP),
Dalian, China, Aug. 2010.

INFSO D.4 Networked Enterprise RFID INFSO G.2 Micro
Nanosystems in Co-operationwith the Working Group RFID of the ETP
EPOSS. Internet of Things in 2020, Roadmap for the Future, Version
1.1. Technical report, 27 May 2008.

L. Atzoria, A. lerab, and G. Morabito. The Internet of Things: A survey.
Computer Networks, 54(15):2787-2805, Oct. 2010.

M. Zorzi, A. Gluhak, S. Lange, and A. Bassi. From Todays’s INTRAnet
of Things to a Future INTERnet of Things: A Wireless- and Mobility-
Related View. IEEE Wireless Communications, 17(6):44 — 51, Dec.
2010.

E. Fleisch. What is the Internet of Things? - An Economic Perspective.
Auto-1D Labs, 2010.

European Research Cluster on Internet of Things (IERC). Internet of
Things - Pan European Research and Innovation Vision. IERC,
Available online: http://www.internet-of-
thingsresearch.eu/documents.htm, Oct. 2011.

L. Mainetti, L. Patrono, and A. Vilei. Evolution of Wireless Sensor
Networks towards the Internet of Things: A survey. In Proc. of 19th Int.
Conf. on Software, Telecommunications and Computer Networks
(SoftCOM), Split, Dubrovnik, Sept. 2011.

O. Hersent, D. Boswarthick, and O. Elloumi. The Internet of Things:
Key Applications and Protocols. Wiley, 2012.

G. Lawton. Machine-to-Machine Technology Gears up for growth.
Computer, 37(9):12 — 15, 2004.

ETSI TS 102 689 v1.1.1. Machine-to-Machine communications (M2M):
M2M service requirements, Aug. 2010.

Li, S.; Xu, L.; Wang, X., "Compressed Sensing Signal and Data
Acquisition in Wireless Sensor Networks and Internet of Things,"
/Industrial Informatics, IEEE Transactions on/ , vol.PP, no.99, pp.1,1,
doi: 10.1109/T11.2012.2189222

Miao Wu; Ting-Jie Lu; Fei-Yang Ling; Jing Sun; Hui-Ying Du,
"Research on the architecture of Internet of Things,"” Advanced
Computer Theory and Engineering (ICACTE), 2010 3rd International
Conference on , vol.5, no., pp.V5-484,V5-487, 20-22 Aug. 2010, doi:
10.1109/ICACTE.2010.5579493.

Handong Zhang; Lin Zhu, "Internet of Things: Key technology,
architecture and challenging problems,” Computer Science and
Automation Engineering (CSAE), 2011 IEEE International Conference
on, vol4, no, ppb507-512, 10-12 June 2011, doi:
10.1109/CSAE.2011.5952899.

Jing Pei Wang, Sun Bin, Yang Yu, Xin Xin Niu, Distributed Trust
Management Mechanism for the Internet of Things, Applied Mechanics
and Materials (Volumes 347 - 350), Instruments, Measurement,
Electronics and Information Engineering, pp. 2463-2467, doi: 10.4028/
www.scientific.net/ AMM.347-350.2463.

Wei Wang; Lee, K.; Murray, D., "Building a generic architecture for the
Internet of Things," Intelligent Sensors, Sensor Networks and
Information Processing, 2013 IEEE Eighth International Conference on,
vol., no., pp.333,338, 2-5 April 2013, doi:
10.1109/ISSNIP.2013.6529812.

Khan, R.; Khan, S.U.; Zaheer, R.; Khan, S., "Future Internet: The
Internet of Things Architecture, Possible Applications and Key
Challenges,” Frontiers of Information Technology (FIT), 2012 10th
International Conference on , vol., no., pp.257,260, 17-19 Dec. 2012,
doi: 10.1109/FIT.2012.53.K. Ashton, “Internet of Things,” RFID
Journal, June 22 2009.

International Telecommunications Union, ITU-T Y.2060, Overview of
the Internet of things, 2012.

Palattella, M.R.; Accettura, N.; Vilajosana, X.; Watteyne, T.; Grieco,
L.A.; Boggia, G.; Dohler, M., "Standardized Protocol Stack for the
Internet of (Important) Things," Communications Surveys & Tutorials,

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

(32]

[33]

[34]

[39]

[36]

Vol. 6, No. 12, 2015

IEEE , vol.15, no.3, pp.1389,1406, Third Quarter
10.1109/SURV.2012.111412.00158.

Tracey, D.; Sreenan, C., "A Holistic Architecture for the Internet of
Things, Sensing Services and Big Data," Cluster, Cloud and Grid
Computing (CCGrid), 2013 13th IEEE/ACM International Symposium
on , wvol, no, ppb546,553, 13-16 May 2013. doi:
10.1109/CCGrid.2013.100.

http://www.iot-a.eu/public/public-documents/copy_of_d1.2,
Introduction to Architectural Reference Model for the Internet of
Things.

Zorzi, M.; Gluhak, A.; Lange, S.; Bassi, A., "From today's INTRAnet of
things to a future INTERnNet of things: a wireless- and mobility-related
view," Wireless Communications, IEEE , vol.17, no.6, pp.44,51,
December 2010, doi: 10.1109/MWC.2010.5675777.

Z. Shelby and C. Borman, 6LoWPAN: The Wireless Embedded
Internet, Wiley, 2009, ISBN: 978-0-470-74799-5.

Kelly, S.D.T.; Suryadevara, N.K.; Mukhopadhyay, S.C., "Towards the
Implementation of loT for Environmental Condition Monitoring in
Homes," Sensors Journal, IEEE , vol.13, no.10, pp.3846,3853, Oct.
2013, doi: 10.1109/JSEN.2013.2263379.

Sungmin Hong; Daeyoung Kim; Minkeun Ha; Sungho Bae; Sang Jun
Park; Wooyoung Jung; Jae-Eon Kim, "SNAIL: an IP-based wireless
sensor network approach to the internet of things," Wireless
Communications, IEEE , vol.17, no.6, pp.34,42, December 2010 doi:
10.1109/MWC.2010.5675776

Atzori, L.; lera, A.; Morabito, G., "SloT: Giving a Social Structure to
the Internet of Things," Communications Letters, IEEE , vol.15, no.11,
pp.1193,1195, November 2011, doi:
10.1109/LCOMM.2011.090911.111340.

Turcu, C.; Turcu, C., "The Social Internet of Things and the RFID-based
robots," /Ultra Modern Telecommunications and Control Systems and
Workshops (ICUMT), 2012 4th International Congress on/ , vol., no.,
pp.77,83, 3-5 Oct. 2012

Huansheng Ning; Ziou Wang, "Future Internet of Things Architecture:
Like Mankind Neural System or Social Organization Framework?,"
Communications Letters, IEEE , vol.15, no.4, pp.461,463, April 2011,
doi: 10.1109/LCOMM.2011.022411.110120

Huansheng Ning; Hong Liu; Yang, L.T., "Cyberentity Security in the
Internet of Things," Computer , vol.46, no.4, pp.46,53, April 2013, doi:
10.1109/MC.2013.74.

Dieter Uckelmann, Mark Harrison, Florian Michahelles, book chapter -
An Architectural Approach Towards the Future Internet of Things,
Architecting the Internet of Things, pp 1-24, ISBN 978-3-642-19156-5,
Springer 2011.

EPCglobal (2007) The EPCglobal Architecture Framework, Standard
Specification.www.epcglobalinc.org/standards/architecture/architecture_
1_2-framework-20070910.pdf.

Chao-Wen Tseng; Chih-Ming Chang; Chua-Huang Huang, "Complex
sensing event process of loT application based on epcglobal architecture
and IEEE 1451," Internet of Things (IOT), 2012 3rd International
Conference on the , vol., no., pp.92,98, 24-26 Oct. 2012, doi:
10.1109/10T.2012.6402309.

Gusmeroli, S.; Piccione, S.; Rotondi, D., "loT@Work automation
middleware system design and architecture,” Emerging Technologies &
Factory Automation (ETFA), 2012 IEEE 17th Conference on , vol., no.,
pp.1,8, 17-21 Sept. 2012, doi: 10.1109/ETFA.2012.6489652.

AMQP Working Group, “Advanced Message Queuing Protocol —
Protocol Specification”. Available:
http://www.amgp.org/confluence/download/attachments/720900/amgp.p
df?version=1&modificationDate=131801 1006000

Conzon, D.; Bolognesi, T.; Brizzi, P.; Lotito, A.; Tomasi, R.; Spirito,
M.A., "The VIRTUS Middleware: An XMPP Based Architecture for
Secure loT Communications,” Computer Communications and
Networks (ICCCN), 2012 21st International Conference on , vol., no.,
pp.1,6, July 30 2012-Aug. 2 2012, doi: 10.1109/ICCCN.2012.6289309.

2013, doi:

143|Page

www.ijacsa.thesai.org



	I. Introduction
	II. The Iot Architectures
	III. Conclusions
	Acknowledgment
	References


