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Abstract—Cloud computing is a recent model for enabling 

convenient, on-demand network access to a shared pool of 

configurable computing resources  such as networks, servers, 

storage, applications, and services; that can be rapidly 

provisioned and released with minimal management effort or 

service provider interaction. Studies have shown that cloud 

computing has the potential to benefit establishments, industries, 

national and international economies. Despite the enormous 

benefits cloud computing technology has the potentials of 

offering, several issues are making intended users to pause in 

adopting the usage of the technology. Users need to be assured of 

the safety and reliability of the technology while using it. This is 

needed to build confidence around the technology and reduce the 

level of anxiety. This research attempts to investigate the effect of 

trust in the adoption of the technology by formulating a trust 

model based on Expectancy Disconfirmation Theory model and 

Bayesian network. A simulation experiment was carried out to 

determine the significance of trust in the adoption of cloud 

technology. 
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I. INTRODUCTION 

A cloud is a type of parallel and distributed system 
consisting of a collection of inter-connected and virtualised 
computers that are dynamically provisioned and presented as 
one or more unified computing resources based on service-
level agreements established through negotiation between the 
service provider and consumers [1]. Studies have shown that 
cloud computing has the potential to benefit establishments, 
industries,  national and international economies [2, 3]. It can 
greatly accelerate the way companies create new products and 
services, making  it possible for product development 
professionals around the world to interconnect and collaborate 
more effectively and gain access  to more powerful and 
economical computer resources[2]; Increasing the ability of 
organizations to mine their data for important trend 
information, such as customers‟ changing needs and 
competitors moves in the market[2];  Levelling the playing 
field between large and small companies by giving companies 
of all sizes access to information technology that previously 
was affordable for only the largest of companies[2]; and 
Helping emerging economies leapfrog to higher levels of 
technological development by providing more immediate and 
affordable access to next- generation applications, tools, and 
infrastructure [2,4].  Cloud computing delivers infrastructure, 
platform, and software that are made available as subscription-
based services in a pay-as-you-go model to consumers [5]. 

These services are referred to as Infrastructure as a Service 
(IaaS), Platform as a Service (PaaS), and Software as a 
Service (SaaS) in industries [6]. The importance of these 
services available from the long-held dream of computing as a 
utility has the potential to transform a large part of the IT 
industry, making software even more attractive as a service 
[7]. Cloud computing has been the new paradigm in 
distributed computing in the recent times. Cloud computing 
has been hailed as the 5th utility after electricity, gas, water 
and telephony as it promises to make the computing services 
available anywhere, any time and pay only for what is used or 
consumed [8]. 

Despite the enormous benefits cloud computing 
technology has the potentials of offering, several issues are 
making intended users to pause in adopting the usage of the 
technology. Users need to be assured of the safety and 
reliability of the technology while using it, this is required to 
build confidence around the technology. A new technology 
must gradually build its reputation for good performance and 
security, earning users‟ trust over time [9]. Most potential 
users are skeptical about the trustworthiness of cloud 
technology and this has been affecting the rate of its adoption. 
There is no way for the customer to be sure whether the 
management of the service is trustworthy, and whether there is 
any hidden risk [10]. This research attempts to investigate the 
effect of trust on the adoption of the cloud technology. 

II. RELATED WORKS 

Trust can be explained in diverse fields such as 
psychology, sociology, and economics. Also trust can be 
classified based on different meaning by many writers. Trust 
has been the focus of researchers for a long time [11], from 
the social sciences, where trust between humans has been 
studied to the effects of trust in economic transactions 
[12,13,11]. Although intuitively easy to comprehend, the 
notion of trust has not been formally defined [14].  Control is 
another important issue in trust. A system is trusted less when 
it is difficult to have the control over the assets in its custody. 
Trustworthiness plays an important role in service selection 
and usage of cloud services. Trust in cloud computing is 
related more to preventing a trust violation than to 
guaranteeing compensation should a violation occur. For most 
enterprises, a security breach of data is irreparable; no amount 
of money can guarantee to restore the lost data or the 
enterprise‟s reputation. The cloud computing trust model thus 
must focus more on preventing failure than on post-failure 
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compensation [15]. A new technology must gradually build its 
reputation for good performance and security, earning users‟ 
trust over time [15]. Trust is a derivation of the reputation of 
an entity [14]. Based on the reputation, a level of trust is 
bestowed upon an entity [14]. 

Several leading research groups both in academia and the 
industry are working in the area of trust management in cloud 
computing.  Dingguo et al. [16] proposed a trust cloud-based 
subjective trust assessment and management model. The 
model provided the design of trust cloud, the policy of the 
obtainment to compute the trust information and supplied trust 
decision based on trust cloud model [17]. Hada et al. [18] 
proposed a trust model for cloud architecture which uses 
mobile agent as security agents to acquire useful information 
from the virtual machine which the user and service provider 
can utilize to keep track of privacy of their data and virtual 
machines [18]. Combining quality of service (QoS) with trust 
model, Li et al. [19] constructed a QoS-aware and quantitative 
trust-model that consists of initial trust value [19], direct trust 
value, and recommendatory trust value of service, making the 
provision, discovery [19], and aggregation of cloud services 
trustworthy [19]. Khan and Malluhi [15] have looked at the 
trust in the cloud system from users‟ perspective [20]. They 
analyze the issues of trust from what a cloud user would 
expect with respect to their data in terms of security and 
privacy [20]. They further discuss that what kind of strategy 
the service providers may undertake to enhance the trust of the 
user in cloud services and provide r[20].   Sato et al. [21] have 
proposed a trust model of cloud security in terms of social 
security. The authors have identified and named the specific 
security issue as social insecurity problem and try to handle it 
using a three pronged approach [21].  The family gene based 
cloud trust model that is fundamentally different from the 
Public key Infrastructure based trust models have been 
proposed by several researchers [22,23]. These researchers 
have studied the basic operations such as user authentication, 
authorization management and access control, and proposed a 
Family-gene Based model for Cloud Trust (FBCT) integrating 
these operations [20]. 

Manuel et al. [24] have proposed trust model that is 
integrated with CARE (Center for Advanced Computing 
Research and Education) resource broker. This trust model 
can support both grid and cloud systems [24]. The model 
computes trust using three main components namely, Security 
Level Evaluator, Feedback Evaluator and Reputation Trust 
Evaluator [20].  Both Shen et al. [25] and Shen and Tong [26] 
have analyzed the security of cloud computing environment 
and described the function of trusted computing platform in 
cloud computing. 

Alhamad et al. [27] have proposed a SLA (Service Level 
Agreement) based trust model for cloud computing. The 
model consists of the SLA agents, cloud consumer module, 
and cloud services directory. A model called a multi-tenancy 
trusted computing environment model (MTCEM) for cloud 
computing has been proposed by Li et al. [28]. MTCEM has 
been proposed to deliver trusted IaaS to customers with a dual 
level transitive trust mechanism that supports a security duty 
separation function simultaneously [28]. Fu et al. [29] have 
studied the security issues associated with software running in 

the cloud and proposed a watermark-aware trusted running 
environment to protect the software running in the cloud. 
Ranchal et al.[30] have studied the identity management in 
cloud computing and proposed a system without the 
involvement of a trusted third party. Takabi et al. [31] have 
proposed a security framework for cloud computing consisting 
of different modules to handle security, and trust issues of key 
components. Noor and Sheng [32] proposed the “Trust as a 
Service” (TaaS) framework to improve ways on trust 
management in cloud environments. In particular, an adaptive 
credibility model that distinguishes between credible trust 
feedbacks and malicious feedbacks by considering cloud 
service consumers' capability and majority consensus of their 
feedbacks was introduced [32]. Reputation-based trust is 
emerging as a good choice to model trust of cloud service 
providers based on available evidence [32]. Many existing 
reputation based systems either ignore or give less importance 
to uncertainty linked with the evidence [32]. Pawar et al. [33] 
proposed an uncertainty model and define the approach to 
compute opinion for cloud service providers. Using subjective 
logic operators along with the computed opinion values, 
mechanisms to calculate the reputation of cloud service 
providers were proposed [33]. 

In order to protect the security of cloud entities and better 
practice cloud's objectives of providing low-cost and on-
demand services, Li et al. [34] proposed a novel cloud trust 
transaction framework and also a new trust fuzzy 
comprehensive evaluation based cloud service discovery 
algorithm. Prajapati et al.[35]   presented a formal trust 
management model based on the basics of the trust 
characteristics. The proposed model was capable to handle 
various cloud services access scenarios where entity has a past 
experience with the service or a stranger entity requesting to 
access the service without any identity or past interaction with 
the service [35]. The work defined the direct trust with a time-
variant evaluation method and the recommended trust with a 
space variant evaluation method. Motivated by human nature, 
the model also has considered the reputation factor of trustor 
to calculate the direct trust [35] . The proposed approach also 
has used the satisfaction level to calculate recommended trust 
which is depends on service level agreements of the services 
resides in the cloud environment [35]. Trust has attracted 
extensive attention in social science and computer science as a 
solution to enhance the security of the system. Wu et al. [36] 
proposed a trust evaluation model based on D-S evidence 
theory and sliding windows for cloud computing. The 
timeliness of the interaction evidence as the first-hand 
evidence is reflected by introducing sliding windows [36].  In 
an open and dynamic environment of distributed system such 
as cloud technology trust plays a major role in determining the 
level of adoption of the technology. Trust is one of the most 
concerned obstacles for the adoption and growth of cloud 
computing. 

Threats, risks and other security concerns are impeding the 
move to cloud environment by individuals and organizations. 
Due to the transfer of substantial part of control of activities to 
a third party concerns are generated about the trustworthiness 
of the technology. Most of the efforts at making cloud 
technology trustworthy are still at infant stage. 
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III. THEORETICAL BACKGROUND 

The following concepts provide the theoretical basis for 
the solution proposed in this work with a view to achieving 
reliable and trustworthy cloud technology adoption model. 
These concepts are Expectancy Disconfirmation Theory 
(EDT) and Bayes' Theorem. The capability of Bayesian 
network to handle the complexity of the dynamism of the 
cloud environment and the perceived influence of service 
satisfaction in cloud computing usage   informed the idea of 

conceptualizing a trust model based on the EDT Model and 
Bayesian Network. 

Expectancy Disconfirmation Theory (EDT) is a theory for 
measuring customer satisfaction from perceived quality of 
products or services. EDT is a prominent theory from 
marketing that can predict and explain consumers‟ satisfaction 
with products or services. EDT has been applied most often in 
IT adoption or IT usage studies [37,38,39,40]. 

 

Fig. 1. Expectancy Disconfirmation Theory model [44] 

The theory argues that „satisfaction is related to the size 
and direction of the disconfirmation experience that occurs as 
a result of comparing service performance against 
expectations‟ [41]. It is a judgment that a product or service 
feature, or the product or service itself, provided (or is 
providing) a pleasurable level of expectation. This model 
consists of four components: expectations, perceived 
performance, disconfirmation, and satisfaction as shown in 
Fig. 1. 

Expectations define the customer‟s anticipations about 
performance of products and services [42]. Perceived 
performance investigates the customer‟s experience after 
using products or services that can be better or worse than 
customer‟s expectation [43]. Disconfirmation is defined as 
the difference between the customer‟s initial expectation and 
observed actual performance [39]. 

The theory proposes that users first form expectations or 
belief probabilities of attribute occurrence. They then form 
post-usage perceptions about performance and a comparison 
between initial expectations and performance known as 
disconfirmation of expectations [44]. A positive 
disconfirmation means performance was better than expected, 
and a negative disconfirmation means performance was worse 
than expected. According to EDT, the better performance is, 
or the more positive the disconfirmation, the greater the 
satisfaction [44]. 

Bayes' Theorem is a mathematical formula used for 
calculating conditional probabilities. It figures prominently in 
subjectivist or Bayesian approaches to epistemology, statistics, 
and inductive logic. Subjectivists, who maintain that rational 
belief is governed by the laws of probability, lean heavily on 
conditional probabilities in their theories of evidence and their 
models of empirical learning [45]. Bayes' Theorem is central 
to these enterprises both because it simplifies the calculation 
of conditional probabilities and because it clarifies significant 
features of subjectivist position [45]. Bayesian Networks 
(BNs) provide a method for representing relationships 
between variables (called „nodes‟ in the BN) even if the 
relationships involve uncertainty. They can be a useful 
modeling tool in situations where different types of variables 
and knowledge from various sources need to be integrated 
within a single framework [46, 47]. 

IV. PROPOSED MODEL 

The proposed model is based on the marriage of EDT 
model and Bayesian network. The end result of being satisfied 
with a technology usage is that trust will be built around the 
technology and this will influence potential users. Hence EDT 
model‟s components are transformed into a Bayesian network 
nodes ending with a trust node and the probabilities 
dependencies among the various components are depicted in 
Fig. 2. 

 

Fig. 2. Proposed Model Bayesian Network 
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The notation used for the model variables are as follows: E 
stands for expectation, P for perceived performance, D stands 
for disconfirmation, S stands for satisfaction and T stands for 
trust as shown in Fig. 2. 

The model is formulated using the chain rules of 
conditional probability, the full joint probability distribution 
for the model is written as a product of the individual density 
functions, conditional on their parent variables as depicted in 
equation 1. 

P(T,S,P,D,E)= P(T|S)*P(S|D,P)*P(P|E)*P(D|E)*P(E)  (1) 
Now suppose we use a cloud service with S level of 

satisfaction. Let S(T) be the event that the cloud service  is 
trusted. Let P(S) be the event that the cloud service is 
satisfactory. The events S(T), that the cloud service  is trusted, 

and S(T ), that the service  is not trusted, partitioning  the set 
of all cloud services. Hence, by Bayes' Theorem, the 
probability that the cloud service is trusted, given that it is 
satisfactory is shown in equation (2). 

P(T|S) = 
)()|()()|(

)()|(

SPSTPSPSTP

TPTSP


               (2) 

To apply this formula, we first estimate  SP , the 

probability that the cloud service is satisfactory, as well as 

 SP , the probability that the cloud service is not satisfactory. 

Without prior knowledge about the likelihood that the cloud 
service is not satisfactory, simplicity we assume that the cloud 
service is equally likely to be satisfactory as it is not to be 

satisfactory. That is, we assume that  SP ,=  SP ,= 1/2. 

Using this assumption, we find that the probability that the 
cloud service is equally likely to be satisfactory, is stated in 
equation (3) 

P(T|S) = 
)|()|(

)|(

TSPTSP

TSP


                                   (3) 

Determining a specific model, T, that best accounts for all 
the variations of cloud service usage can be accomplished by 
maximizing the level of cloud service satisfaction, S which 
according to Bayes‟ rule is stated in equation 4. 

)()()( TPTSPSTP                                       (4) 

Determining the prior, )( STP , is full of uncertainty, then 

the model that maximizes the likelihood, )( TSL is chosen. 

The likelihood is proportional to the probability of observing 
the model T, treating the level of cloud service satisfaction, S 

as variables and the model T as fixed.  The best estimator  ̂, is 

whatever value of  ̂ that maximizes the likelihood is shown in 
equation (5). 

)ˆ()ˆ( STPTSL                             (5) 

Typically the parameter  ̂ maximized the likelihood of 
observing the model T.  

Based on the proportional relationship as expressed in 

equation (5), the  ̂ that maximizes )ˆ( TSL will also maximize 

)ˆ( STP which is the probability of the observed model.  ̂  

denotes the best satisfaction parameter for the model T. 

The likelihood function in equation (5) then is expressed 
as log likelihood function as shown in equation (6) log 
likelihood expression 

)ˆ( STInPInL              (6) 

V. SIMULATION, RESULT AND DISCUSSION 

Experiments were conducted to investigate the effect of 
trust in cloud environment using transaction‟s response time 
as the evaluation criterion in two different settings. The 
response time in this regard refers to time lag between the 
instant of service request by the users to the instant of having 
the result of the service request. This depends on round trip 
time (RTT) and the users‟ load. 

The experiment looked at the cloud transactions carried 
out without involving trust factor against the same kind of 
cloud transaction involving trust factor in order to investigate 
their difference. CloudAnalyst [48] useful to model and 
analyze large scale cloud computing development was used 
for the simulation. Considering the description and behaviour 
of throttled load balancing policy of the CloudAnalyst, the 
integration of trust capability in cloud environment was 
achieved using this policy while the round-robin load 
balancing policy, considering its behaviour was used for the 
cloud transaction without trust integration. 

The first setting simulated cloud service transaction 
platform using CloudAnalyst. In this experiment there are 
5,10,15,20, 25 and 30 groups of users with a cloud provider. 
These group of users were generated randomly using Poisson 
distribution by varying the number of users in a realistic 
manner.  

The detailed parameter settings for the experiment are 
shown in Table 1. In this experiment, the numbers of users 
were varied while the number of the provider was fixed in 
order to observe the behaviour of the cloud environment 
without trust integration and cloud environment with trust 
integration in terms of the transaction‟s response time.  

Table 2 shows the results obtained from the simulation. 
The graph in Fig. 3 shows the plot of the round trip time 
against the number of group of users. From the results, the 
cloud environment with trust integration ensures relatively 
quick response time than the cloud environment without trust 
integration with slow response time. This is evident from the 
percentage difference of the response time as shown in Table 
2. It was observed that integration of trust into the cloud 
environment is accountable for the quick response time 
achieved in the simulated cloud transaction with trust 
integration. 
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TABLE I.  SIMULATION PARAMETER SETTINGS FOR RESPONSE TIME 

WITH VARIED NUMBER OF USERS AND FIXED NUMBER OF PROVIDERS 

Users Provider 

User 

Growth 

Factor 

Request 

Growth 

Factor 

Execution 

Instruction  Per 

Length 

5 1 10 10 100 

10 1 10 10 100 

15 1 10 10 100 

20 1 10 10 100 

25 1 10 10 100 

30 1 10 10 100 

TABLE II.  RESPONSE TIME WITH VARIED NUMBER OF USERS AND FIXED 

NUMBER OF PROVIDERS IN CLOUD ENVIRONMENT WITHOUT TRUST AND 

WITH TRUST 

Number of 

Users 

Round Trip 

Time (ms) 

(without trust) 

Round Trip 

Time (ms) 

(with trust) 

Percentage Difference 

(%) 

5 300.49 300.39   -0.03 
 

10 300.40 300.58 0.06 

15 300.70 300.16 -0.18 

20 300.95 300.25 -0.23 

25 300.37 300.23 -0.05 

30 300.64 300.27 -0.12 

 
Fig. 3. Response time with varied number of users and fixed number of 

providers 

In the second simulation experiment cloud transaction was 
also simulated using cloudAnalyst. Also throttled load 
balancing policy of the CloudAnalyst was used for the  
integration of trust capability in cloud environment while the 
round-robin load balancing policy, was used for the cloud 
transaction without  trust integration.  In this experiment there 
are 5,10,15,20, 25and 30 groups of cloud users with a varied 
number of cloud providers.  This group of users was generated 
randomly using Poisson distribution by varying the number of 
users in a realistic manner. The detailed parameter settings for 

the experiment were shown in Table 3. In this experiment, the 
number of group of users were varied as well as the number of 
the providers in order to observe the behaviour of the cloud 
environment without trust integration and with trust 
integration in terms of the transaction‟s response time. 

TABLE III.  SIMULATION PARAMETER SETTINGS FOR RESPONSE TIME 

WITH VARIED NUMBER OF  USERS AND VARIED NUMBER OF PROVIDERS 

Users Provider User 

Growth 

Factor 

Request 

Growth 

Factor 

Execution 

Instruction  Per 

Length 

5 1 10 10 100 

10 2 10 10 100 

15 3 10 10 100 

20 4 10 10 100 

25 5 10 10 100 

30 6 10 10 100 

Table 4 shows the results obtained from the simulation. 
The graph in Fig.4 shows the plot of the round trip time 
against the group of users. From the results, cloud 
environment with trust integration ensures quicker response 
time than the cloud environment without trust integration with 
pretty much higher and unstable response time interval. This is 
evident from the percentage difference of the models‟ 
response time as shown in Table 4. It was observed that 
integration of trust into the cloud transaction is responsible for 
the quick response time of the cloud environment. 

TABLE IV.  RESPONSE TIME WITH VARIED NUMBER OF USERS AND 

VARIED NUMBER OF PROVIDERS IN CLOUD ENVIRONMENT WITHOUT TRUST 

AND WITH TRUST 

Number of 

Users 

Round Trip 

Time (ms) 

(without trust) 

Round Trip 

Time (ms) 

(with trust) 

Percentage 

Difference (%) 

5 300.49 300.39 -0.033 

10 300.65 300.49 -0.053 

15 302.62 300.45 -0.717 
20 300.88 300.87 -0.003 

25 301.63 300.55 -0.358 
30 301.13 300.61 -0.173 

 

Fig. 4. Response Time with varied number of users and varied number of 

providers 
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In order to validate the results of the simulation of the 
cloud transaction with trust integration and the cloud 
transaction without trust integration, t-test was used. This was 
used to compare the simulation results [49, 50] for the 
response time  of the cloud transactions  in the two different 
simulation settings to determine if there is any significant 
difference between them or not as a result of trust integration 
in the cloud environment. From the simulation results, the 
cloud transaction with trust performed better than the cloud 
transaction without trust. In order to validate simulation 
results, paired difference t –test was performed on the 
percentage difference of the response time with six group 
sizes in the two different simulation settings for the cloud 
transaction with trust and the cloud transaction without trust. 
The Null hypothesis states that there is no significant 
difference between the cloud transaction with trust and the 
cloud transaction without trust while the alternative hypothesis 
states that there is significance difference between them. 

The calculated t values for the response time in the two 
different experimental settings are -23.66, and -6.06, 
respectively as shown in Table 5. 

TABLE V.  CALCULATED T VALUES FOR THE WITHOUT TRUST AND WITH 

TRUST 

Performance 

Metrics 

Calculated T 

Value 

Response Time 
(Experiment one) 

-23.66 

Response Time 

(Experiment two) 
-6.06 

The degree of freedom for the total group size of six (6) is 
five (5). Entering a t table with 5 degrees of freedom (df), at 
95% confidence interval, the table t value is 2.02 (one-tailed, a 
significance level (α) of 0.05). The absolute calculated t values 
are higher than the tabled t value of 2.02 showing that the 
cloud environment with trust integration  with lower response 
time is significantly different (p=0.05) from the cloud 
environment without trust integration  as a result trust 
integration in it. 

VI. CONCLUSION 

The investigation carried out revealed that trust is required 
for achieving effective cloud technology adoption. The usage 
of cloud technology can lead to satisfaction, while satisfaction 
can aid in building trust in the technology and trust will lead to 
usage continuance intentions.  Trust in a cloud service when 
properly addressed will positively affect cloud technology 
adoption. In accordance with the EDT model, satisfying the 
potential cloud users is not limited only to their expectation 
about cloud service. But also satisfying the cloud users from 
perceived performance is the first step that can attract the 
user‟s trust over offered cloud services. This line of research 
shows that trust in a cloud service can lead to perceived 
usefulness or other positive perceptions of the cloud services. 
Trust will positively influence the intention to use cloud 
services and the quality of prior experience will positively 
influence trust in cloud service provider‟s ability. The extent 
of prior experience will moderate the relationship between 
trust and intention to use cloud technology. Trust is a 
predicated factor needed for achieving higher rate of cloud 

adoption and facilitate effective usage of the cloud 
technology. Future work will consider parameters and factors 
that can help build and sustain trust in cloud environment for 
aiding fast cloud technology adoption. Developing techniques 
that demonstrates that the technology can be trust will also be 
considered. 
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