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Abstract—Personal Health Records (PHRs) can be considered
as one of the most important health technologies. PHRs enroll the
patients directly to their health decision making through giving
them the authority to control and share their health information.
Testing the user acceptance toward new technology is a vital
process. Over the previous decades many models have been used
and the latest one was UTAUT2. UTAUT?2 have been widely used
in e-business and gaming user acceptance researches, whereas, it
has been rarely used in health field. This study proposes a
combination of UTAUT2 and PMT in order to investigate the
user acceptance of PHRs. Relevant factors may be added at the
literature review stage. The final model will be used as a
framework to investigate the user acceptance of PHRs in
Malaysia.
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. INTRODUCTION

Health sector is the one of the biggest sectors in many
nation[1]. Governments everywhere focus on this sector as the
most necessary sector for their citizens. This concern has
resulted in huge investments on health infrastructures, high
monitoring on health services, and rapid implementation on
technologies related to this sector [2][1]. Information
technology on the other hand has been rapidly growing over
the past years. E-Health as a shared part between information
technology and health sector has its part of this evolution. E-
Health is a global need in nowadays communities which has
led many governments to announce their vision of the
implementation of e-Health at each country [2][3].

1. HIT AND MALAYSIAN VISION

Healthcare Information Technology (HIT) can be
considered as one of the major components of the modern e-
health structure. E-health involves various HIS that deals with
the health information of patients such as: Electronic Health
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Record (also known as EHR), Medical Health Record (Also
known as EMR), and Personal Health Record (also known as
PHR)[4]. Electronic Health Record is an e-health system used
by any health service provider to store and provide detailed
health information for a certain patient [5][6]. Electronic
Medical Record refers to the records which can be accessed
from various sources of information; usually involve the
patient’s lab tests, allergies, and diagnoses [7]. Personal
Health Record is a record which can be accessed from the
patient himself in order to manage his health record, save new
information, share information among more than one health
provider, and emergency cases such as traveling or
disasters[8]. The importance of the HIT motivates many
governments to announce their vision related to the adoption
of HIT which can be considered as the backbone of the health
informatics. It also reflects the striving toward establishing
new departments and issuing new rules and acts that could
help in controlling the health information obtained from
patients[9].

According to Malaysia’s Health report [10], The health
vision of the Malaysian Ministry of Health says that:

“Malaysia is to be a nation of healthy individuals, families
and communities, through a health system that is equitable,
affordable, efficient, technologically appropriate,
environmentally-adaptable and consumer-friendly, with
emphasis on quality, innovation, health promotion and respect
of human dignity and which promotes individual responsibility
and community participation towards an enhanced quality of
life”.

Malaysia has its own vision to adopt the PHRs in the near
future; according to the [11] Malaysian Healthcare is going to
adopt a USB-based PHR within the next five years, which
reflects the intention to adopt electronic PHRs in the future.
Regarding to the use of the PHRs in Malaysia in the
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future,[11] had a vision to the PHRs to be used by a wide
segment of users regardless to their being sick or healthy.
Moreover, in June 2010 The Personal Data Protection Act
(PDPA) has been issued by the Malaysia government as a step
in the way to adopt the HIS in Malaysia; the issued act
determine a group of responsibilities of the people who works
at the health care sector in dealing with the medical
information of the patients. It has been published for the first
time in the Federal Gazette, and the act has been effective
since November 2013 with new added obligations [12]. The
new Act involves various obligations related to variant HISs;
many issues has been listed such as privacy, security,
accessibility, and commercial issues[13]. Certain actions can
be taken by any patient related to their personal data
protection against their healthcare providers; the patients have
the right to access, update, modify, and share their health
information, whereas, healthcare provider can only use these
information for the therapeutic purposes[12]. These rules, act,
and vision reflect the intention to adopt the HIT by the
Malaysian government.

PHRs are one of many other technologies that can be listed
as a consumer health informatics technology. Consumer health
informatics technologies have been adopted in order to be
used by the patient at home in order to control his health
information using online applications such as web-based
applications. These significant capabilities enrolled the
patients more into making decisions related to their health
status. The variant platforms used in this technology relay on
the good communications between the patients and the health
care provider[14]. Therefore, the internet penetration in any
nation can be considered as a significant and vital aspect in
describing the future of patient to physician communications.
The internet penetration in Malaysia is above average in the
region, almost 70 % of Malaysians are able to access the
Internet using various technologies such as homeliness,
broadband, and mobile data. Compared to other neighbouring
countries such as: Thailand, Philippine, Indonesia, Viet Nam,
and except Singapore, Malaysia has the highest Internet
penetration in the region. The usage of the Internet by gender
in 2014 was almost equal; 51.4 per cent were males, and 48.6
per cent were females, which reflects the wide spread of the
technology among citizens from both genders. Laptops were
the most preferred way to access the Internet by a computer in
2014; 21.8 % used personal computer to access the Internet,
34.1 % used tablets, whereas 52.8 used laptops Internet usage
by age vary from year to another, young people has the heist
percentage, whereas, elderly people penetration has increased
from 5.3 % in 2013 to 7.3 % in 2014 [15]. This is another
significant aspect that should help to facilitate the adoption of
PHRs in Malaysia.

I1. PERSONAL HEALTH RECORDS (PHRS)

PHRs are electronic medical records that involve
information about the patient such as personal information, lab
test, diet information, medical history, and other medical
information which can be accessed and maintained by the
patients themselves with the ability to share this information
with their health care providers in a private, convenient, and
secure manner[16][17], [18], [19], and [9]. A common well-
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known and unified definition of PHRs in not yet decided;
many different organizations gave various definitions of PHR
depending on the functions and the role of the PHR decided
by these organizations[20] . Over the previous years, many
institutions such as the Markle Foundation, the American
Health Information Management Association (AHIMA), and
the National Alliance for Health Information Technology
(NAHIT) have addressed the importance of the PHRs and the
wide adoption of the technology in many nations[21].

According to Markle Foundation PHRs defined as:

“The Personal Health Record (PHR) is an Internet-based
set of tools that allows people to access and coordinate their
lifelong health information and make appropriate parts of it
available to those who need it ’[22].

According to the American Health Information
Management Association (AHIMA), PHRs can be defined as:

“An electronic, universally available, lifelong resource of
health information needed by individuals to make health
decisions, individuals own and manage the information in the
PHR, which comes from health care providers and the
individual. The PHR is maintained in a secure and private
environment, with the individual determining rights of access.
The PHR is separate from and does not replace the legal
record of any provider” [23].

According to the National Alliance for Health Information
Technology (NAHIT), PHRs can be defined as:

“An electronic record of health-related information on an
individual that conforms to nationally recognized
interoperability standards and that can be drawn from
multiple sources while being managed, shared, and controlled
by the individual” [24].

PHR is one of the newest services in the e-health field
which enrol the patient directly to make decision related to his
health information and status. One of the most important
advantages of the PHR is that; patients are able to access,
update, and share their medical information such as blood
pressure, diabetes, spirometry, or any other info with their
health care providers or others [4]. These features save a lot of
patients’ time and efforts since they do not have to visit their
health service provider every time in order to modify their
health record. Therefore, PHR can be considered as one of the
most important health services which have not been applied in
many countries yet [25]. On the other hand, the normal
meetings between patients and professionals may not involve
enough information about the patient; patient may forget or
hide some information for many reasons, some patient may
feel shy from reviling some information. In addition to this,
the limited time of the meeting may not be enough for the
information exchange between the professional and his
patient. Therefore, it is important for both the patient and the
professional to start the information exchange among them
using specific tools[26]. Thus, PHR is needed to be adopted in
any nation since it has the ability to enhance the information
exchange between the patient and the healthcare provider,
which will reflect positively on the patient to physician
relationship.
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The important characteristics of PHR; the ability to access
medical information, the ability to modify medical
information, and the information sharing have been reviling
many concerns regarding to the ease of use, privacy, and user
attitude toward this technology. The ease of use is a
significant issue especially to those elderly people who have
not good experience with technology. Privacy on the other
hand has a significant influence on patient decision since they
might not have a clear vision about the level of security
applied in such technologies, and the laws that guarantee their
rights to be secured and to their information to be private [8].
The user acceptance of the technology is a key to success;
investigating the user acceptance and behavioural intention
toward new technology can be considered as a critical
issue[27]. Testing the user acceptance of PHR in certain
society may revile the future of the interaction with this
technology and prevent certain problems that the technology
may face in the future.

V. USER ACCEPTANCE THEORY

According to [28]; investigating the user acceptance
toward a new technology, goods, or services plays a
significant role in deciding the future of the interaction
between the user and the technology, goods, or services in the
future. Along the previous decades, many theories and models
have been introduced in order to describe and investigate the
factors that may affect the user acceptance toward new
technology. Technology Acceptance Model (TAM) has been
introduced by [29], Theory of Reasoned Action (TRA)
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(Fishbein et al. 1975), Theory of Planned Behaviour (TPB)
which can be considered as one of the first theories that
describe the behavioural intention toward technology [30],
Innovation Diffusion Theory (IDT) (Rogers 1995), and many
other models.

A. Unified theory of acceptance and use of technology
(UTAUT)

UTAUT has been introduced by [31] as a unification of
eight models have been widely used in previous studies. The
UTAUT involves a detailed analysis that describes the factors
affecting the user acceptance of a certain item. UTAUT
explained about 70 percent of the variance in behavioural
intention to use a technology and about 50 percent of the
variance in technology use [27]. Since 2003, UTAUT alone, a
combination of UTAUT and other models, or an extended
version of UTAUT has been widely applied in many fields
and various studies that aim to investigate the user acceptance
toward new technology[32]. UTAUT is generally consisting
of four major parts; Performance Expectancy (PE) which
describes the degree of benefit gained by an individual using
certain technology, Effort Expectancy (EE) describes the ease
of use of a certain technology by an individual, Social
Influence (SI) which describes the effective motivation by
others (family, friends, or colleagues) to an individual
intended to use certain technology, and Facilitating Conditions
(FC) which describes the facilities available which may
support the use of the new technology by an individual
(Venkatesh et al. 2003).

Performance
expectancy

Effort

expectancy

Social LA
influence

Facilitating
conditions

Gender Age

Behavioural —

‘ intenton

Behaviour

Voluntariness

Experience
P of use

Fig. 1.

As shown in (Figure 1), UTAUT relationships represented
by wvariant individual variables such as: gender, age,
experience, and voluntariness of use.

B. UTAUT2

Despite the huge success of the UTAUT, [27] have
introduces UTAUT?2 as an enhanced version of UTAUT that
involves new three elements which are: Price Value (PV),
Hedonic Motivation (HM), and Habit (HT), each new element
has a significant influence on the behavioural intention of

UTAUT

users. Hedonic Motivation (HM) describes the level of
enjoyment of the technology used by an individual; this factor
has been used in previous models such as TAM as intrinsic
motivation. Price Value (PV) describes the price influence on
choosing a new technology; people generally looking for the
price to performance aspect in order to make a decision on
using a new technology. Habit (HT) describes the habitual
behavior of the user of the new technology; being used to use
similar technologies will motivate an individual to use the new
technology. HT can be considered as one of the most
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significant factor in predicting the use of the technology in the
near futureSince its introduction in 2012 UTAUT2 has been
widely applied in many fields except a noticeable lack in the
health sector[5]. However, UTAUT2 has a higher accuracy
that may enhance its ability to investigate the user acceptance
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and the behavioural intention toward new technology, and it
has been recommended by its author to be applied in different
fields, studies, and countries in order to come out with the
highest accurate results[27].

Use
® Behavior

/

MNotes:

1. Meoderated by age and gender.

2. Moderated by age. gender, and
Eexperence.

3. Moderated by age. gender, and
experence.

4. Effect on use behavior is
moderated by age and expenience

5. Mew relationships are shown as
darker lines.

I | Gender

I l Experience

Fig. 2.

C. Proposed model

UTAUT and UTAUT 2 have been widely applied in many
fields such as e-business, e-learning, gaming, and mobile
technologies[33], and [32]. Few studies discussing the user
acceptance of health care services and HIT have been done
using UTAUTZ2[33]. UTAUT2 has higher accuracy in
investigating the user acceptance and behavioural intention of
a user toward new technology[27]. On the other hand,
investigating the behavioural intention toward healthcare
technologies has been done over the past years using various
models. The most widely applied model in this field is the
Protection Motivation Theory (PMT). PMT discusses the
individual’s vision regarding to the vulnerability and severity
of certain threat, and what is the capability of these users to
deal with such threat which will reflect the behavioural
intention of these users toward the new technology[34].
According to [35], adding threat appraisal endogenous
variable from PMT on his unified model have found to be
significantly affecting the user acceptance and the behavioural
intention toward new health technology. Thus, and based on
the results appeared on previous studies, this research
proposes an enhancement of UTAUT2 by adding the Threat
Appraisal endogenous variable from PMT which may have a
significant influence on the user acceptance and behavioural
intention toward e-health technologies (See Table 1).

UTAUT2

TABLE. I. (UTAUT2 AND PMT COMPARISON)
Endogenous Variables UTAUT 2 PMT
Performance Expectancy | Available Auvailable
Effort Expectancy Auvailable Not-Available
Social Influence Available Not-Available
Facilitate Conditions Available Available
Price Value Available Not-Available
Hedonic Motivation Available Not-Available
Habit Available Not-Available
Threat Appraisal Not-Available Auvailable

Other factors such as security, privacy, and trust might be
added after reviewing related studies.

V. PROBLEM STATEMENT

The rapid development in ICT and HIT has reviled new
needs such as the use of Personal Health Records as a part of
the e-health. The authority of accessing and modifying the
health records by patients has great advantages in term
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of saving time and efforts. On the other hand, accessing these
services by patients may generate doubts about the
performance, use, and the privacy issues.

Testing the user acceptance of new technology in certain
society may revile the future of the interaction between the
user and the new technology. UTAUT is one of the most
desirable models in order to be used to test the user acceptance
of a certain technology. UTAUT has been used and applied in
few studies related to PHRs. On the other hand, UTAUT2
have not been yet applied in the PHRs research area despite its
enhanced structure. Therefore, this research proposes
UTAUT?2 to be used as the main model to investigate the user
acceptance of PHRs in Malaysia. UTAUT and UTAUT?2 have
been introduced as a business model; therefore, some features
must be added in order to fit the healthcare field. PMT on the
other hand has been widely used in investigating the
behavioural intention to use HIT. The most significant
component related to the HIT in this model is the “Threat
Appraisal” variable.

This research will focus on those features that affect the
user acceptance of Personal Health Record in Malaysia by
enhancing the UTAUT2 in order to be suitable for healthcare
sector. A combination of UTAUT?2 and PMT will be proposed
as a result of this research.

VI. RESEARCH OBJECTIVES
The main objectives of this research are:-

1) Deciding the factors affecting the user acceptance of
PHR in certain society.

2) Analyzing the impact of these factors.

3) Developing an enhanced model in order to analyze
these factors.

VII. EXPECTED OUTCOMES
The expected outcomes of this research are:-

1) A list of factors that affect the PHR acceptance in
Malaysia.

2) The impact of these factors on the user acceptance of
PHR in Malaysia.

3) An enhanced user acceptance testing model.

VIII. SCOPE OF RESEARCH

The scope of this research revolves around the factors
affecting technology acceptance of Personal Health Record.
The factors involved in this research are the technology
acceptance factors adopted from the UTAUT2 and the factors
added by this research and how they affect the user acceptance
and the behavioural intention toward the Personal Health
Record.

IX. LIMITATIONS

The main limitations will be the lack of resources related
to the PHRs acceptance research field which has been found to
be few in comparison with other fields such as EHR, and
EMR. On the other hand, the resources describing the history
of e-health in Malaysia are insufficient.
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X. CONTRIBUTION TO THE KNOWLEDGE
This research contribution will be:-

1) Ilustrating the Obstacles facing the adoption of PHRs
in Malaysia.

2) The concerns related to the use of PHRs in Malaysia.

3) The current capabilities of adopting the PHRs in
Malaysia.

4) The cultural differences that may affect the use of
PHRs in Malaysia.

5) The desired components of UTAUT2 in healthcare
field.

6) A unique combination represented in an enhanced
model of user acceptance toward new technology to be used in
healthcare field.

XI. RESEARCH METHODOLOGY

A. Introduction

Over the previous decades, researchers from all over the
world have tried to define the users’ needs which reflect their
acceptance of any product. Several theories and models have
been introduced in order to investigate the user acceptance of
a specific product. The results of these researches were group
of a different models reflects the vision of their founders.
Many models and theories such as:-

1) Theory of reason Action (TRA)

2) Technology acceptance model (TAM)

3) Motivational model (MM)

4) Theory of planned behaviour (TPB)

5) Combined TAM and TPB (C-TAM-TPB)

6) Model of PC Utilization MPCU

7) Innovation Diffusion Theory (IDT)

8) Social Cognitive Theory (SCT)

All the above models and theories have been combined
and unified in order to have a unified model with effective
tools that can describe the user acceptance in the optimum
way. The unification of these models and theories has led to
the introduction of UTAUT “Unified Theory of acceptance
and Use of Technology“[31].

Figure 1 and 2 illustrate the relationships that exist in the
UTAUT and UTAUT2 model. The UTAUT model has four
components, PE which refers to Performance expectancy, EE,
which refers to effort expectancy, SI which refers to social
influence, and FC which refers to facilitating conditions.
Whereas, UTAUT2 has three extra important components
which are: Hedonic Motivation, Price Value, and Habit beside
the above mentioned components in UTAUT. The
components of these models (also known as endogenous
variables) are the technology intention to use and behaviour.
There are other four moderators namely age, experience,
gender and voluntariness. [31] and [27].

UTAUT and UTAUT2 have been introduced as an e-
business user acceptance model; therefore, adding some
features to this model will enhance it in order to be used in
PHRs research.
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B. Methodology

Methodology is the “a way of thinking and studying social
reality” as defined by [36], they also suggested that
quantitative methods might be used appropriately in any
research paradigm, which is defined as the basic belief system
or worldview that guides the investigator. The issue of
appropriate method is only secondary to the choice of the
appropriate paradigm [36]. In this research (See Figure 3) the
information gathered from the literature review will guide us
to find out the issues that affects the user acceptance of
Personal Health Records in Malaysia. These new factors or
issues will be added to the desired model in order to fit the e-
health field.

1- Literature 2aledidinaihe 3- Pre-Test the
. factors and )
Review L main model
combinations
4- Combine . 6- Final
Models EaRilolest Questionnaire

8- Discussion

7- Data Analyses X
and conclusion

Fig. 3. Research Methodology

Choosing between qualitative or quantitative study still a
concern, researchers from both parties have their own reasons
to prefer any. This study focuses on examining the user
acceptance of PHRs, and since it is targeting a wide segment
of users, the quantitative study is preferred.

The obtained data from the literature review regarding to
the factors affecting the acceptance of PHRs in related works
will be analysed in order to decide the primitive questionnaire.
After finishing the review analyses, the new model creating
will start by three major phases which are: Pre-Test, Pilot-
Test, and the Final Questionnaire.

First of all, a pre-test process will be done to examine the
undesired components in UTAUT2 in order to be ignored at
the pilot test stage; pre-test will be held in order to find out the
undesired components which do not have any influence on the
user acceptance toward new technology in PHRs research
field.

The second stage will involve a pilot test of the
combination in order to find out the suitability of the questions
that will be used in the final stage which is the final
questionnaire; pilot test process is a questionnaire done using
small sample size in order to find out any problems or missing
issues in the final questionnaire.

Finally, a quantitative study represented in a modified
questionnaire will be held as a result of the pilot test process.
The modified questionnaire will be distributed to a sample of
expected PHR users in order to be analysed using specific tool
(e.g. SPSS) and provide the user acceptance details of PHR.
The findings of the final questionnaire results analysis will
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reveal the user acceptance of PHR in Malaysia, the
capabilities to adopt this technology, and the obstacles may
face the adoption of PHRs in Malaysia.

XIlI. CONCLUSION

This study aims to investigate the user acceptance toward
PHRs in Malaysia. Using suitable testing model may increase
the accuracy of the obtained results. UTAUT2 is one of the
most accurate user acceptance testing models. Adding some
features to increase the suitability of this model to the health
field may result in higher accurate results. As a beginning,
threat appraisal will be added to the UTAUT2, some other
factors such as privacy and trust may be added after reviewing
a number of related studies.
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