
(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 9, No. 8, 2018 

357 | P a g e  

www.ijacsa.thesai.org 

Access Control Model for Modern Virtual e-

Government Services: Saudi Arabian Case Study

Rand Albrahim, Hessah Alsalamah, Shada Alsalamah, Mehmet Aksoy 

Department of Information Systems 

King Saud University 

Riyadh, Saudi Arabia 

 

 
Abstract—e-Government services require intensive 

information exchange and interconnection among governmental 

agencies to provide specialized online services and allow 

informed decision-making. This could compromise the integrity, 

confidentiality, and/or availability of the information being 

exchanged. Government agencies are accountable and liable for 

the protection of information they possess and use on a least 

privilege security principle basis even after dissemination. 

However, traditional access control models are short of achieving 

this as they do not allow dynamic access to unknown users to the 

system, they do not provide security controls at a fine-grained 

level, and they do not provide persistent control over this 

information. This paper proposes a novel secure access control 

model for cross-governmental agencies. The secure model 

deploys a Role-centric Mandatory Access Control MAC (R-

MAC) model, suggests a classification scheme for e-Government 

information, and enforces its application using XML security 

technologies. By using the proposed model, privacy could be 

preserved by having dynamic, persistent, and fine-grained 

control over their shared information. 
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I. INTRODUCTION 

Electronic government (i.e. e-Government) refers to the 
use of Information and Communication Technologies (ICTs) 
to provide citizens with access to the country’s public services 
[1]. The aim of e-Government is to improve efficiency [2], 
reduce the cost of government agencies’ processes, and 
enhance administrative efforts for citizens and businesses; this 
is done by managing the interacting process with public 
authorities in a speedy manner [3], and creating a virtual 
electronic government that leads to economic growth and 
better transparency [3]. 

Many developing countries around the globe are shifting 
towards an electronic service (i.e. e-service) delivery model, 
and Saudi Arabia is no different. The Saudi government has 
invested intensively in building the infrastructure for 
technologies to support e-Government service [4]. However, 
government agencies do not deliver citizen-centred services 
for many reasons, and according to studies in [4], [5], 
information security risks, misplaced trust, privacy issues, and 
shortages in terms of available infrastructure take precedence. 
Therefore, there is still a necessity for the government to work 
harder towards providing tailored e-services. This can be 

achieved through a collaboration between its different 
governmental agencies, both public and private sectors 
[4], [6]. 

Government agencies interconnect with each other in 
different ways, either within the government’s premises, 
across different governmental agencies (G2G), government 
and business/commerce (G2B), or government and citizens 
(G2C) [4], [7], [8] These service delivery models pose risks 
that can undoubtedly compromise the integrity, 
confidentiality, or availability of data and information being 
exchanged [8]. E-Governments have established different 
ways to communicate in a safe manner. The Saudi Arabian e-
Government, like many other developing countries, for 
example, has established the Government Service Bus (GSB), 
a G2G that connects all agencies in Saudi Arabia and enables 
them to exchange information and services in the form of web 
services [9]. This raises the question of who can see what 
within the GSB. It is the government’s responsibility to 
protect the personal information they possess and use under 
law [6]. According to Resolution 40 of the Saudi Ministers’ 
Council, “Information and data relevant to the user or 
applicant for a government service shall be viewed only by 
authorized persons” [10]. This rule clearly states that all 
information systems used for the collection, transformation, 
processing, and/or manipulation of e-Government information 
must enforce appropriate information security controls to 
maintain the right balance between this information’s 
availability, confidentiality, and integrity. This is to ensure the 
security of those systems’ information. Applying the “Least 
Privilege” access control principle can attain this balance. 
This principle grants authorised members of the organization 
access to the absolute minimum amount of information for the 
absolute minimum amount of time required to complete their 
duties [11]. To achieve the least privilege security principle, 
an access control mechanism needs to be deployed. However, 
traditional access control models are, firstly, static and 
inflexible to grant access to unknown users of the system. 
Secondly, they are coarse-grained [12] models capable of 
granting access either to the whole information resource or 
none of it, since they do not allow access at finer granularity. 
Finally, they do not provide persistent control over this 
information [13]. Most of the studies focus on securing access 
to data instead of securing the data itself [14]. Nevertheless, to 
preserve ownership over data even when it resides outside the 
premises, it is important to have continuous protection with 
information security controls that move along with the data 
[14] in both the physical and network levels [15]. This also 
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includes all states of data when stored, processed, transited, 
and at a final destination [24]. 

This paper proposes an access control model (named R-
MAC) for e-Government’s connected web services to the GSB 
using an access control model that would achieve least 
privilege principle, and as stated by the Saudi e-government 
law, it is centred on the security of outsourced governmental 
data used within GSB to provide specialized online services. 
R-MAC is a novel approach that incorporates the properties of 
Mandatory Access Control (MAC) and Role-based Access 
Control (RBAC) into a new role-centric MAC model and 
employs XML security technology combined with a data 
classification scheme suitable for e-government information. 
MAC is a model in which the security policies and 
permissions for a subject to access an object are strictly 
constrained by the system [17], and RBAC grants subjects 
access to objects based on their role. XML security 
technologies reuse existing cryptographic and other security 
technologies whenever possible. It consists of XML digital 
signature, XML Key Management Specification (XKMS), 
XML encryption, Security Assertion Mark-up Language 
(SAML), and XML Access Control Mark-up Language 
(XACML) [18]. R-MAC provides a secure data exchange 
framework using some of those components to help preserve 
the ownership of data at a fine granularity. Fine-grained access 
control provides the right privileges to a user to grant him/her 
access to an asset only if this user is authorized [19]. In 
addition, XML security technologies provide fine-grained and 
persistent security controls that move with the data. Achieving 
a safe platform for data exchange in e-Government services 
enables dynamic, persistent, and fine-grained control for 
specialised online services through the collaboration of 
different government agencies. 

The remainder of this paper is organized as follows. 
Section II provides a background of the Saudi e-government 
program and the use of web services. After that Section III 
presents the literature review. Then, we present our 
methodology in Section IV. Finally, the conclusion is 

provided in Section V. 

II. BACKGROUND 

Saudi Arabia’s Vision 2030 [20] is a plan adopted by the 
Saudi Government to guide economical and developmental 
action in Saudi Arabia [20]. The National Transformation 
Program 2020 [21] was launched across 24 governmental 
bodies across Saudi Arabia to help achieve the ambitious 
goals of Saudi Arabia’s Vision 2030. The Ministry of 
Communications and Information Technology [22] set a 
number of strategic objectives that correspond to relevant 
vision 2030 objectives, which include: “Strategic Objective 3: 
Develop and activate smart government transactions based on 
a common infrastructure” [21]. 

According to the United Nations’ index for the 
development of e-Government, Saudi Arabia is currently 
ranked 36 globally and the target rank by 2020 is 25 [23]. The 
current maturity level of the government services 
transformation to e-services is 44% and the aim is to reach 
85% by 2020 [21]. However, there are a number of reasons 

that hinder the adoption of e-Government services in general 
regardless of its model. These include, but  are not limited to, 
poor skills, technology literacy [12], and security and privacy 
concerns regarding their shared personal information [24] (i.e. 
personal, financial, and medical data [25]). Moreover, the 
challenges related to the adoption and implementation of the 
Saudi e-Government are specific to infrastructure cost, 
computer literacy, accessibility, availability, trust, and privacy 
issues [4]. 

YESSER [34] is one of the key national programs in Saudi 
Arabia that specifically enables the delivery of e-Government 
services across government agencies. This is achieved through 
the development of a number of interrelated initiatives, for 
interoperability and networking. First and foremost, YESSER 
deploys an interoperability framework (YEFI) [26] that 
defines the set of policies to be implemented by government 
agencies to ensure a standardization of  information and 
service exchange. It also defines the data types, schema, meta-
data elements, dictionaries, and technical policies. The 
technical policies include the integration approach and set of 
standards, for connectivity, security, and information access 
and delivery [26]. Second is the GSB [9] which is the central 
platform of integration and services for government e-services 
and transactions. The GSB provides support for web services 
[9] as illustrated in Fig. 1. Currently, there are 69 agencies 
connected to the GSB providing 115 different services [9]. 

A Web service is standardized method, which allows 
different systems to communicate over a network. It can be a 
user requesting a service from a Web server or a Web server 
requesting a service from another Web server [27]. Web 
services have many advantages, including multiple 
heterogeneous platform compatibility [28], language-
independency [36], increased information availability and ease 
of access [29], and maintaining up-to-date data. However, 
Web services do not have any predefined security model, and 
therefore require the additional implementation of  techniques 
to protect exchanged information [28], as well as the 
deployment of a framework that enforces a strong security 
architecture [30]. 

 
Fig. 1. GSB Overview. 
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Web services interact using Simple Object Access 
Protocol (SOAP) messages [27]. SOAP is a standard for one-
way and request-response messaging transmitted over HTTP 
protocol. To protect SOAP messages, Advancing Open 
Standards for the Information Society (OASIS) set web 
service standards called Web Service Security (WS-Security), 
which is a message level security mechanism that consists of 
digital signature and encryption techniques [27]. SOAP 
messages are based on Extensible Mark-up Language (XML) 
data format. XML, on the other hand, is used in many areas to 
store, retrieve, and provide data and information in an 
organized format [31] and it is considered one of the most 
extensively used data exchange languages across the internet 
[32] because of its immense compatibility in transit [33]. 
There are many advantages in using XML data representation, 
such as: the notions of elements, it is extensible, it allows the 
separation of display and content and it can present complex 
structure in an easy way [32]. Nevertheless, XML falls short 
of guaranteeing the security by itself, and hence, a secure 
application framework is needed as a precondition to have it 
programmed as needed [32]. 

III. LITERATURE REVIEW 

A. Related Work on Security of E-Governments 

Technologies that have been used to maintain security in 
e-Governments include one-time passwords, cryptography, 
firewalls, analysis tools, and monitoring tools [34]. The report 
in [35] introduced a data classification for the e-Government 
of the United Kingdom which includes three security 
classifications (OFFICIAL, SECRET, and TOP SECRET) to 
indicate the level of data sensitivity and to specify how to 
handle personnel security, physical security, and information 
security over each data classification type. 

The authors in [36] introduce a security model for the e-
Government in United Arab Emirates (UAE) that is based on 
Public Key Infrastructure (PKI) (certificate and digital 
signature), biometrics (finger print), and hardware security 
tools (Tokens). Another security model for e-Government was 
introduced by [37] which is also based on PKI in addition to 
SSL channel. A proposed design for a framework for the 
Sudanese e-Government was introduced by [38] which 
suggests that the technical layer should include: an access 
control mechanism, authentication and password, 
cryptography, the use of tamper resistance protocol, a secure 
communication link, analysis tools, monitoring tools, 
bandwidth techniques, validate and filter input, and a one-time 
password. Another study was conducted by [39] which 
introduced an information security governance model for e-
services in South African developing countries e-Government 
projects which suggests that the operational layer should 
include an identity management framework for authentication 
and authorization and a new token-based technique for 
implementing identity management. Their study also used 
DES for encryption/decryption process. 

B. Related Work on XML Security Technologies 

The notion of Web services has been absolutely crucial in 
the IT industry. Currently, all business transactions depend on 
Web services to achieve their desired goals [40]. 

However, the security of Web services is an emerging 
topic of discussion. To secure Web services, it is essential to 
secure their content which is based on XML language. XML 
security technologies reuse existing cryptographic and other 
security technologies whenever possible. It consists of XML 
digital signature, XKMS, XML encryption, SAML and 
XACML. Some of the methods used to secure XML-based 
Web services were introduced by [15] and the authors present 
the use of XML Signature to ensure the integrity and XML 
encryption to provide confidentiality for XML messages in 
Web services. In [41], the authors evaluated authentication, 
authorization, integration, confidentiality, and non-repudiation 
when using XML encryption and XML Signature in web-
services in an e-business scenario and proved that all those 
parameters could be guaranteed when combining both XML 
encryption and XML signature. Meanwhile, in [33], the 
authors examined how XML Web security could provide 
privacy, certification, and integrity. They applied XML 
encryption and XML signature for data and messages in 
transaction and in storage. It was found that not only were 
security requirements established, but also the performance of 
Search Engine Optimization (SEO) was enhanced with the 
parsing of descriptive tags rather than unstructured data. 

XML encryption and XML signature are both low level 
features to make the data itself secure [16]. On the other hand, 
Access Control is considered a high-level approach to security 
policies that provide secure access to data and both encryption 
and signature are designed to handle communication security 
[31]. The authors in [32] proposed an XML access control to 
guarantee application safety and they proved that the 
advantages of using XML access control are a fine-grained 
access on an element level, the use of different safety 
strategies over different parts on the same document, the use 
of a safety process for encryption and digital signature, and 
protecting network resources. 

C. Related Work on Access Control 

Access control is one of the key aspects of information 
security [42]. Access Control is a mechanism to provide 
privileges to a user to access a particular asset, only if this user 
is authorized [19] and Access Control is domain specific. 
Methods that are widely used in Access Control mentioned in 
[17], [43] are: DAC, MAC, and RBAC. There are many 
studies in the literature on access control methods. A study 
related to DAC was presented in [44] regarding its 
complexity, safety, and issues in object-oriented databases. 
RBAC was widely studied as well, and researchers in [45]  
proposed object sensitive role assignment, which is a 
generalized RBAC model for object-oriented languages. 

However, much research has focused on exploring ways in 
which they can integrate different Access Control models to 
achieve better security and efficiency [17]. In [46], the authors 
introduced a model which combines MAC and ABAC,  
retaining the strict nature of MAC approach and providing 
more access control decisions in attributes. In [47], the authors 
introduced a model that consists of two layers: one layer is 
called the “aboveground” level and it is a traditional RBAC 
that is extended with environment constraints, while a second 
layer, called the “underground” layer, focuses on constructing 
attribute-based policies to automatically create primary RBAC 
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model on the “aboveground level”. This model combines both 
aspects from RBAC and ABAC. Authors in [48] also 
proposed a model that combines features from ABAC and 
RBAC to provide effective access for application where there 
are static attributes such as qualification and city, and dynamic 
attributes such as the time of the day. Authors in [17] 
mentioned that if attributes in ABAC were chosen 
appropriately, they can capture the identities and access lists 
(DAC), security labels, clearance and classifications (MAC) 
and roles (RBAC). Hence, ABAC supplements those current 
dominant models rather than substituting them. The authors in 
[49] introduced RABAC, which is a Role-centric Attribute-
based Access Control and this  is an extension to NIST RBAC 
with policies for permission filtering to overcome the issue of 
role explosion. Other studies that were introduced to 
parameterize RBAC were introduced by [50] and [51].  A 
study by [52] proposed an attribute-based constraint 
specification language to express constraints in a way that it 
can be assigned to the attributes of different entities. 

Access control for web services has been an issue that was 
studied in the literature as well. The authors in [53] introduced 
an approach to handle authorization of web requests in web 
services based on the concept of identity tracking and access 
percentile of the invoking of the web service. The authors in 
[54] argued that the two main issues that need to be addressed 
in the access control of web services are, firstly, restricting the 
access to authorized people, and, secondly, protecting the 
integrity and confidentiality of XML messages exchanged 
through web services. However, relying on security 
techniques currently used in web services such as HTTPS 
(HTTP over Secure Sockets Layer Protocol) cannot provide 
for example authorization to regulate the actions of users by 
allowing or disallowing an operation. Researchers in [55] 
proposed Authorization-based Access Control  (ABAC) URL 
that is compatible with common web tools. A web service 
access control scheme was proposed in [56]  where the access 
control scheme incorporates user password and web server 
log, and it grants access based on the user access behaviour by 
tracking the web access history. The access is granted based 
on the user password, date of last request, page visited (URL), 
and status action, association rules mining and PrefixSpan 
algorithms are used to match the active users’ access pattern 
with the user access data discovered from the user access 
history before being analysed to make the access decision. The 
authors in [57] proposed an Access Control model for 
information retrieval in EHR (Electronic Health Record) 
systems where the patient is allowed to define the access rules 
concerning their clinical information. The aim of their model 
is to increase the confidentiality and integrity of the data and 
raise the patients’ trust in the EHR systems. A study by [58] 
was conducted on Privacy-aware access control model and 
their use in web services. Although the generalization of data 
can guarantee user privacy, the over generalization of data 
may result in useless data, so to guarantee the right balance 
between data usability and the disclosure of privacy, the 
authors analyse how to manage an effective access process 
through a trust-based decision and ongoing access control 
policies. The authors in [59] proposed a generic access control 
model for the cloud that can be used with different cloud 

service models and it is based on Kerberos as well as access 
control lists and authorization tickets. 

The overview of related work presented shows that many 
recent studies on access control focused on the field of Web 
services in many domains. Finding the best access control 
model for specific and generic domains is an emerging and 
current topic. Therefore, the research in this paper analyses the 
best access control framework that is suitable within the 
domain of e-Government and examines this in a real case 
scenario to prove its feasibility. 

IV. METHODOLOGY 

This research follows the steps of Design Science 
Research Methodology (DSRM) to present the research 
design. DSRM is one of the mainly used forms of 
methodologies in the field of Information Systems (IS); it 
includes the construction of new knowledge through the 
design of novel or innovative artefacts [60]. The Design 
Science process includes six steps which are outlined next. 

A. Problem Identification and Motivation 

The problem includes overcoming the limitations of 
traditional access control models and help achieve the 
principle of least privilege security principle. 

B. Definition of the Objectives for a Solution 

To define the objectives for a solution, we have explored 
the challenges that face the successful adoption of the e-
Government program in Saudi Arabia. Researchers in [4], 
[61], [62] have identified security and privacy as one of the 
main obstacles. This is in addition to other obstacles, such as 
the establishment of the infrastructure, availability, computer 
literacy, trust, accessibility, authentication, usability, and 
accountability. Having security and privacy as a main issue 
has led (YESSER) to limit the data and services shared to 
preserve the confidentiality and to avoid privacy violations. 

In order to achieve the above goal for e-Government Web 
services, specific objectives of this paper are set as follows: 

 Apply a data classification scheme for the information 
being exchanged within and outside the GSB. 

 Develop a security intermediary between the service 
requester and the service provider to provide 
authentication and authorization. 

 Utilize XML security technology to provide security 
controls that are both fine-grained and persistent. 

 Implement a case study of a real scenario within GSB 
using the proposed security model. 

C. Design and Development 

Our proposed solution is an Access Control model that 
will serve as a security intermediary that will intercept any 
access request to a web service and convert it to an 
authorization request to determine the suitable response 
output. R-MAC is a role-centric MAC model that incorporates 
the properties of MAC and RBAC for granting access 
permissions by giving clearances to roles rather than 
individual users to provide more flexibility and better 
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expression of application-level security. It also utilizes XML 
security technologies to achieve persistent and fine-grained 
security over the information, even when it is outside the 
physical premises. 

To implement the proposed model, first, we apply a 
dynamic role assignment. For our case study, which is the e-
Government of Saudi Arabia, the role assignment within the 
GSB is determined by YESSER. In addition, YESSER 
provides Authorization using one-time password [63]. After 
this, we deploy a MAC model by assigning the following: 

1) Classification for objects: We introduce a data 

classification scheme for information that is based on the 

Saudi e-Government security law. This classification scheme 

adopts the Traffic Light Protocol since it is one of the well-

known data classification schemes and is widely used in 

different domains and systems. Traffic Light Protocol employs 

four colours to indicate the level of data sensitivity and the 

sharing boundary to be applied on recipients. For example, if 

the data is classified as Red, only the users that are given the 

clearance Red will be able to view and modify. For our case 

study, which is the e-Government of Saudi Arabia, the 

information classification is based on the Saudi e-Government 

law. Table I presents a summary of the Saudi e-Government 

law [64] that specifies the corresponding security control. 

2) Clearances for subjects: An attribute is added to the 

roles to specify the clearance level and this is dynamically 

performed after the authentication step. After that, the access 

control model will perform a role-to-permission assignment. 

By applying the Read-Down rule used in MAC [31], a 
subject with Red clearance can view all data classified as Red, 
Amber, Green, and White. A subject with Amber clearance 
can view all data classified as Amber, Green, and White. A 
subject with Green clearance can view all data classified as 
Green and White. A subject with White clearance can view all 
data classified as White. Fig. 2 illustrates this rule: 

TABLE I. DATA CLASSIFICATION IN E-GOVERNMENT 

Colour Security Control Description  

Red Top confidential  

Information that may cause 

damage to the security of the 

state. Such information may only 

be accessed by senior officials. 

Amber Very Confidential  

Information that may cause 

damage to public or private 

interests. This information is only 

available to specialists. 

Green Confidential  

Information that relates to 

individual cases and may have a 

negative impact on the social life 

of the community or individuals. 

White 
Disclosure is not 

limited 

Non-confidential public 

information. 

 
Fig. 2. Read-Down Rule. 

Applying an access control mechanism that combines 
features from MAC and RBAC in addition to securing the data 
itself with XML encryption illustrated in the architecture in 
Fig. 3 will help overcome the limitations of traditional access 
control models and provide a safe platform for data exchange 
and distribution using web services. 

 
Fig. 3. R-MAC Architecture. 
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R-MAC model works as an intermediary that will intercept 
a business request and convert it into an authorization request 
to provide authentication and authorization for the web service 
through the following steps: 

1) Starts when a business request is made to a service 

between the agencies connected to the GSB. 

2) GSB managed by YESSER will provide Authentication 

using one-time password and role assignment for the service 

requesting agency and connect it with the service providing 

agency which acts as the server. 

3) The business request is intercepted by an intermediary 

which is the proposed access control model (R-MAC) and 

converted to an authorization request by the Policy 

Enforcement Point (PEP). 

4) The authorization request is then sent to the Policy 

Decision Point (PDP) to evaluate it and return the decision to 

the PEP. 

5) To evaluate the authorization request, PDP examines 

the policies saved in the Policy Storage Point (PSP). 

6) The suitable policy is then sent back to the PDP to 

Grant/Deny the access. 

7) The decision is then sent to the PEP to enforce it over 

the service response. 

8) The suitable response is then formatted. 

9) The response is encrypted using XML encryption to 

guarantee persistent security control through the transmission 

of information. 

10) The suitable response is then returned to the GSB. 

11) The client receives the response and decrypts it using 

the appropriate key. 

D. Demonstration 

To illustrate the proposed access control model, a scenario 
is provided where RMAC can be implemented to help 
preserve the confidentiality of data and help achieve the 
principle of Least Privilege specified by the Saudi law. 
TAKAFUL charity organization was carefully studied as an 
exemplar. 

TABLE II. INFORMATION REGARDING THE WEB SERVICE 

Service Name Citizen Profile 

Operation Name Retrieve the personal profile of the citizen 

Service Provider Ministry of Interior 

Service Type Information Retrieval 

Process 

Description 

The process retrieves the full profile of the entered 

citizen 

Input  ID Number 

Output 

 Full name (name)  

 ID information (ID) 

 Location of Birth (LOB) 

 Birth Certificate Number (BCN) 

 Gender 

 Social status (Sstatus) 

 Job status (Jstatus) 

 Life and death status (Lstatus) 

TAKAFUL [65] is a charitable organization which helps 
under-privileged students by providing financial and 
psychological support. TAKAFUL organization connects with 
other governmental agencies and data sources to gather 
information regarding applicants to determine their eligibility 
such as the Ministry of Interior, the Ministry of Civil Services, 
General Organization of Social Insurance, Public Pension 
Agency, Ministry of Commerce and Investment, Ministry of 
Labor and Social Development, Ministry of Justice and the 
Ministry of Education. 

Our chosen scenario, which is a part of the Eligibility 
Process, is the interaction between TAKAFUL as a data 
consumer and the Ministry of Interior (MOI) as a data owner 
in order to check the status of the parents. Table II provides 
information regarding this service. 

The previous Web service from Table II was implemented 
where the proposed access control model serves as a security 
intermediary between the service providing agency and other 
agencies connected to the GSB. It will deploy a MAC model 
where the access rights are constrained by the system based on 
a data classification scheme. The policies were specified using 
XACML as a separate component to give it more flexibility 
since data and users can be updated without affecting the 
policies. Finally, based on the clearance level, classified 
information is displayed. 

E. Evaluation 

The evaluation and validation of the proposed model have 
two dimensions, which are as follows: 

1) Testing the model with test cases and comparing the 

expected output with the actual output to determine that the 

model works as expected. The test cases proved that the 

expected output matches the actual output. 

2) Checking the value and usability aspects of the model 

by distributing the validation form developed in [66] to help 

the participants in selecting the rate of validity from different 

success standards. The validation form was distributed among 

five highly recognized security practitioners in e-Government. 

The results of the analysis confirmed the standards contained 

in the success of the proposed model. However, some of the 

suggestions include utilizing a robust authentication 

mechanism that is not weaker than 2-factor authentication: for 

instance, a strong password and hardware token. 

The advantages of adopting the proposed model include: 

 Applying a Role-Centric MAC model provides more 
flexibility to it since the clearances will be given to 
roles rather than individual users. 

 Adopting our proposed data classification scheme and 
role clearance provides a fine-grained control to 
enforce the principle of Least Privilege. 

 Utilizing XML security technologies provides a 
persistent and fine-grained end-to-end security control 
even when the information is outside the physical 
premises. 
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F. Communication 

The final step of DSRM is publications in academic 
journals and professional outlets. 

V. CONCLUSION 

The security of e-Government services is one of the major 
concerns nowadays, especially in terms of the confidentiality 
of data owned by the e-Government agency. In order to 
provide specialized online services, governments must 
interconnect and exchange pieces of information to paint the 
full picture and make informed decisions. This exchange of 
information can compromise the integrity, confidentiality, or 
availability of that information. This paper proposes an access 
control model that overcomes the limitations of traditional 
access control models by combining features from MAC and 
RBAC and by giving clearances to roles rather than individual 
users to give it more flexibility and better expression of 
application-level security. This paper also introduces a data 
classification scheme that will help preserve the security of the 
information being exchanged within and outside the GSB by 
providing a fine-grained access control model that complies 
with the Saudi law which strictly grants access on a Least 
Privilege security principle basis that enables fine-grained 
access control. In addition, XML security technologies are 
utilized to achieve persistent and fine-grained control over the 
data even when it resides outside the physical premises. The 
proposed access control model, which uses the combined R-
MAC model along with the suggested classification scheme 
and enforces it through the XML security technology, is 
novel. The information classification scheme with the 
corresponding clearance levels proposed in this work is the 
result of an analysis of the Saudi e-Government law. The 
proposed model was evaluated with a case study of the 
interaction conducted through the GSB and it shows that the 
principle of Least Privilege is enforced, and the security of 
data is preserved. 

The presented work in this paper provides the basis for 
accomplishing a secure access control model that can provide 
flexible, fine-grained, and persistent access control for the 
information shared in Saudi e-Government interaction. 
However, the novel access control model proposed could be 
applied in any collaborative cloud-based environment with its 
own data classification scheme to address the limitations in 
the current security models. Moreover, other classification 
schemes and role clearances could be investigated to achieve 
different granularity of control. 

Another aspect that is worthy of further study relates to the 
role assignment process. Currently, the role assignment 
process in the e-Government of Saudi Arabia is performed by 
the administration of YESSER. However, in the future, it 
would be beneficial to introduce a specific mechanism for the 
role assignment process since accurate role assignment is a 
key to preventing privacy violations. 

The proposed utilization of XML security technologies 
presented in this research includes a basic symmetric key 
encryption for the XML formatted documents. However, in 
the future, it is crucial to establish a Public Key Infrastructure 
(PKI) to manage digital certificate and public-key encryptions. 
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