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Abstract—The Activities of Internet users are increasing from 

year to year and has had an impact on the behavior of the users 

themselves. Assessment of user behavior is often only based on 

interaction across the Internet without knowing any others 

activities.  The log activity can be used as another way to study 

the behavior of the user. The Log Internet activity is one of the 

types of big data so that the use of data mining with K-Means 

technique can be used as a solution for the analysis of user 

behavior. This study has been carried out the process of 

clustering using K-Means algorithm is divided into three clusters, 

namely high, medium, and low. The results of the higher 

education institution show that each of these clusters produces 

websites that are frequented by the sequence: website search 

engine, social media, news, and information. This study also 

showed that the cyber profiling had been done strongly 

influenced by environmental factors and daily activities. 
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I. INTRODUCTION 

The increasing number of applications, hardware (device), 
and an Internet connection has affected the behavior of its 
users. In this case, APJI has been reported that in 2014 the 
order of the activities of Internet users in Indonesia is: users of 
social networks (social media), information search, chat 
(messaging), news search, video, email as a user internet 
activity in order of popularity. The data also indicate that the 
search for news and email usage is not a popular activity [1]. 

 In general, cyber profiling studies is the exploration of data 
to determine what user activity at the time of internet access. 
One method that can be used to support the profiling process is 
a K-Means algorithm. Through these algorithms, the data can 
be grouped by the number of websites visited. This grouping 
aims to see what the user frequently accesses websites. 

The data of internet users access at an institution can be 
categorized as a large data type so that the analysis can be done 
with data mining. In this case, the cluster algorithm as one of 
data mining techniques can be used to find groups (clusters) of 
a useful object, which the used are depends on the purpose of 
data analysis [2]. Clustering analysis is one of the most useful 
methods for the acquisition of knowledge and is used to find 
clusters that are a fundamental and important pattern for the 
distribution of the data itself [3]. 

Profiling is the process of collecting data from individuals 
and groups which can produce something interesting, 

surprising and significant, correlations that by using a machine 
that has good strength calculations to detect such data, while 
we as humans cannot [4]. Meanwhile, cyber profiling brings a 
good step in forensic computer science, based on the 
experience that has been achieved in the process of handling 
that have been made [5]. 

Educational institutions are one of the most likely group to 
conduct Internet activities. User behavior in educational 
institutions is also necessary to know the characteristics of user 
profiling and access to what is being done. Among the 
Indonesian has not been any research related to this issue, 
that’s way cyber profiling would be very useful to know the 
behavior of Internet users in higher education in Indonesia. 

Internet usage in higher education should be utilized by the 
user to support the educational process, but sometimes the facts 
obtained they used the Internet for the purpose outside of 
education, even less so there is an indication of such a user on 
educational institutions leading to cyber-crime. For that, we 
need to know more whether the use of the Internet in education 
is in line with the scope of activity in the education process 
activities. 

II. CURRENT RESEARCH 

A survey by APJI [1] showed that Internet users in 
Indonesia in 2014 reached 88 million. The survey was stated 
that there are three main reasons people use the Internet, 
namely access to social facilities/communications (72%), daily 
source (65%), and follow the development of the world (51%). 
The main reasons of internet access are practiced through four 
main activities, namely the use of social media (87%), 
searching for information (69%), instant messaging (60%) and 
search for the latest news (60%). 

Research related to profiling, among others, performed 
by[6]. In these studies, [6] used machine learning to help the 
process of profiling to assist the experts in analyzing the crime. 

Another study conducted by [4] and profiling results 
obtained knowledge of the risks of children and adolescents in 
accessing the internet. Based on these studies, [4] provide 
recommendations for caution in the use of personal data 
because the data will be accumulated and stored is likely to be 
used by parties who are not responsible. 

In the study conducted by [7], the results of profiling can 
know the habits of Internet users and help network 
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administrators to improve the quality, security, and policy in 
the Internet network based on user behavior. 

Meanwhile, [8] have also been doing profiling of Facebook 
users using the inductive method. However, the study also 
revealed that cyber profiling still has to use the deductive 
method because the cyber profiling process still requires 
additional data from the user completely. It to support the 
existence of differences in the behavior of individuals, because 
inductive generalizations extremely unreliable, and may cause 
misunderstanding in the analysis. 

Another study conducted by [9] to use Twitter using 
ontology-based modeling OWL (Web Ontology Language), it 
is known that cyber profiling can be used to determine user 
interest based on URLs that have been shared via Twitter. The 
use of ontology also applied by [10], and the study revealed 
that cyber profiling using these methods could facilitate in 
providing information to the user when performing a search on 
a website. 

III. BASIC THEORY 

A. Data Mining 

Data mining is an iterative and interactive process to find a 
new pattern or model valid, useful and understandable in a very 
large database. Data mining provides the search for patterns or 
trends that are desirable in a large database to help make 
decisions in the future. This pattern is recognized by a 
particular device that can provide a useful analysis and 
insightful data that can then be studied more carefully. The 
results of these patterns may be used in devices other decision 
support [2]. Data  mining has stages like in Figure 1.  

 

 

 

 

 

 

 

 
 

 

 

Fig. 1. Data Mining Process [10] 

Data mining involves four tasks [11]: 

1) Clustering – It is the task of finding a group and 

structure the data in some way or the "similar", without using 

known structures in the data. 

2) Classification – It is the task of generalizing known 

structure to apply to new data. For example, an email program 

to attempt to classify an email as legitimate email or as spam. 

3) Regression – Attempts to find a function which models 

the data with the least error. 

4) Association rule learning – search the relationship 

between variables. For example, a supermarket might gather 

data on customer habits. Association rule learning can help 

supermarkets to determine which products are frequently 

bought together and use this information for marketing 

purposes. This is sometimes referred to as market basket 

analysis. 

B. K-Means 

Clustering is used to create a group (cluster) of the data so 
that it can easily find the necessary data. Clustering is a 
classification of similar objects into several different groups, it 
is usually applied in the analysis of statistical data which can 
be utilized in various fields, for example, machine learning, 
data mining, pattern recognition, image analysis and 
bioinformatics [11]. 

Clustering including supervised learning types. There are 
four types of clustering algorithms that have been compared 
based on performance, such as K-Means, hierarchical 
clustering, self-organization map (SOM) and expectation 
maximization (EM Clustering). Based on these test results can 
be concluded that the k-means algorithm performance and EM 
better than a hierarchical clustering algorithm. In general, 
partitioning algorithms such as K-Means and EM highly 
recommended for use in large-size data. This is different from 
a hierarchical clustering algorithm that has good performance 
when they are used in small size data [12]. 

The method of K-means algorithm as follows [13]: 

1) Determine the number of clusters k as in shape. To 

determine the number of clusters K was done with some 

consideration as theoretical and conceptual considerations that 

may be proposed to determine how many clusters. 

2) Generate K centroid (the center point of the cluster) 

beginning at random. Determination of initial centroid done at 

random from objects provided as K cluster, then to calculate 

the i cluster centroid next, use the following formula:  

n
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 ; i=1,2,..,n  (1) 

v  : cluster centroid  xi : the object to-i 

n : the number of objects to be members of the cluster 

3) Calculate the distance of each object to each centroid 

of each cluster. To calculate the distance between the object 

with the centroid author using Euclidian Distance. 
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xi= object x to-i  n= the number of object 

yi= object y to-i 

4) Allocate each object into the nearest centroid. To 

perform the allocation of objects into each cluster during the 

iteration can generally be done in two ways, with a hard K-

means, where it is explicitly every object is declared as a 
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member of the cluster by measuring the distance of the 

proximity of nature towards the center point of the cluster, 

another way to do with fuzzy C-Means. 

5) Do iteration, then specify a new centroid position using 

equation (1). 

6) Repeat step 3 if the new centroid position is not the 

same. 

C. Log 

Log (record keeping) is a file that records events in the 
computer program. Meanwhile, according to the definition of 
the log is a record of daily activities. Activities that are 
recorded directly called the transaction log. The log file can be 
used as a support in the process of cyber forensics to obtain 
digital evidence during the investigation stage [14]. 

The cleaning process must precede analysis of log data or 
preprocessing. Preprocessing is performed to remove 
duplication of data, check the data inconsistency, and correct 
errors in the data, such as print errors (typography) [15]. 

In Table 1 is an example of data on educational institutions 

TABLE I. EXAMPLES OF DATA 

 

D. Cyber Profiling 

The idea of cyber profiling is derived from criminal 
profiles, which provide information on the investigation 
division to classify the types of criminals who were at the 
crime scene. Profiling is more specifically based on what is 
known and not known about the criminal [8]. 

Profiling is information about an individual or group of 
individuals that are accumulated, stored, and used for various 
purposes, such as by monitoring their behavior through their 
internet activity [4]. 

Difficulties in implementing cyber profiling is on the 
diversity of user data and behavior when online is sometimes 
different from actual behavior. Given the privilege in personal 
behavior, inductive generalizations can be very reliable but can 
also lead to a misunderstanding of behavior analysis. Therefore 
the cyber-profiling process is via a combination of deductive 
and inductive methods [8]. 

For investigation, the cyber-profiling process gives a good, 
contributing to the field of forensic computer science. Cyber 
Profiling is one of the efforts made by the investigator, to know 

the alleged offenders through the analysis of data patterns that 
include aspects of technology, investigation, psychology, and 
sociology. 

Cyber Profiling process can be directed to the benefit of: 

 Identification of users of computers that have been used 
previously. 

 Mapping the subject of family, social life, work, or 
network-based organizations, including those for whom 
he/she worked. 

 Provision of information about the user regarding his 
ability, level of threat, and how vulnerable to threats 

 Identify the suspected abuser 

In a broader scope of cyber profiling can provide support 
information in a case, such as counterintelligence and 
counterterrorism [5]. 

The process of profiling against criminals often also known 
as cyber-criminal profiling criminal investigation or analysis. 
Criminal profiles generated in the form of data on personal 
traits, tendencies, habits, and geographic-demographic 
characteristics of the offender (for example: age, gender, socio-
economic status, education, origin place of residence). 
Preparation of criminal profiling will relate to the analysis of 
physical evidence found at the crime scene, the process of 
extracting the understanding of the victim (victimology), 
looking for a modus operandi (whether the crime scene 
planned or unplanned), and the process of tracing the 
perpetrators were deliberately left out (signature) [16]. 

The new approach to cyber profiling is to use clustering 
techniques to classify the Web-based content through data user 
preferences. This preference can be interpreted as an initial 
grouping of the data so that the resulting cluster will show user 
profiles [17]. 

User profiling can be seen as the conclusion of the interests 
of users, intentions, characteristics, behavior and preferences 
[9]. User profiles are created for a description of the 
background knowledge of the user. User profile represents a 
concept model which is owned by the user when searching for 
information web [18]. 

IV. RESEARCH METHODS 

To determine cyber-profiling of the higher educational 
institutions, so in this study the sample data is a log of Internet 
activities from one educational institution. Log data do not only 
contain any websites accessed by the user, but also includes 
packets received and sent over the network traffic. Data 
obtained containing the activities of network traffic for five 
days and produce data as much as 320.773 records. 

In the early stages of research data collection, then do 
preprocessing that the data did not meet the criteria can be 
eliminated. Preliminary data obtained from 320.773 into a 
1.638 record with the results of preprocessing. Furthermore, 
the mechanism of clustering using K-Means algorithm running 
on Rapid Miner and SPSS applications. The cluster data is then 
analyzed to make the process of profiling against internet users. 
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Figure 2 is a flow of the application of K-Means algorithm 
in the profiling process. 
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Fig. 2. Flow Research 

Figure 3 is a flow of the algorithm K-Means: 
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Fig. 3. K-Means Algorithm 

V. RESULT 

A. K-Means Clustering 

Implementation of the K-Means algorithm, the result 
obtained is a level of visits to the website. The visit is divided 
into three groups: low, medium, and high. 

Clustering by Rapid Miner and SPSS application indicates 
that the output produced has the same cluster of data. Based on 
the results of the cluster, it appears there are three clusters 
whose value is different, even on the first cluster value reached 
in 1479 (90.30%), the second is worth 126 (7.70%), and the 
third is worth 33 (2.00%). Those values represent the number 
of websites that have been divided in each cluster. Clustering 
results have shown this process has been running as expected 
to research.  

Initialization of the initial cluster center in the clustering 
process can be seen in Table 2. 

TABLE II. INITIALIZATION BEGINNING CLUSTER CENTER 

 Cluster 

1 2 3 

Number of Visitors 1 37 71 

An initial value is determined based on the data that have 
the highest value, the median value, and the smallest value. 
Those values are at the center of the initial cluster that will be 
followed in the process of K-Means. 

The new centroid calculations will continue to do 
(iteration) until the discovery of iterations where centroid result 
is the same as the results of the previous centroid. In this study, 
there were eight iterations to determine the exact outcome of 
the 1638 cluster object. The iteration process can be seen in 
Table 3. 

TABLE III. CLUSTERING PROCESS 

Iteration 
Changes In Cluster Centers 

1 2 3 

1 1,522 6,620 10,429 

2 0,150 3,805 4,857 

3 0,147 3,173 4,000 

4 0.158 2,332 2,194 

5 0,060 1,221 1,727 

6 0,067 1,109 1,262 

7 0,000 0,113 0,410 

8 0,000 0,000 0,000 

The result of the iteration process in determining the initial 
clustering center can be seen in Table 4. 

TABLE IV. FINAL RESULT OF CLUSTER CENTER 

 Cluster 

1 2 3 

Number of Visitors 2 19 46 

The results of clustering details will be explained as 
follows: 

 Cluster-1. On the results of clustering that has been 
done, the first cluster has as much data as 1467 records. 
The first cluster has the most members, but this cluster 
has a value which is below the overall average of the 
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data studied. In the first cluster has a data value in the 
range of 1-10, because in this cluster of existing data 
has a low level of traffic. Thus, cluster unity categorized 
on the website that has the least traffic from another 
cluster. 

 Cluster-2. In the second cluster, members who entered 
at this cluster of some 126 records. The value of the 
results of the second cluster is in the range 11-31. This 
value indicates that the members of the second cluster 
have a medium level visits, because it has a higher 
value than the average value generated by clustering. 
Thus, the second cluster of clusters categorized as 
having moderate traffic levels. 

 Cluster-3. On the results of the third cluster, cluster 
members who sign on as many as 33 records. The 
results of this third cluster have the fewest number of 
members in comparison with other clusters, but the 
members of this cluster have the highest value of the 
data that has been generated. The value in this cluster is 
in the 34-63 range, pointing to a result that the third 
cluster has a value far above average. Thus, the third 
cluster is categorized as a cluster that has the highest 
traffic levels. 

The Results of clustering that has been done can be seen in 
Figure 4. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. The Result of Clustering 

B. Analysis Results 

In this study, the algorithm K-Means clustering has been 
implemented to perform in line with expectations. In the early 
stages of primary data obtained containing information about 
the websites accessed by users via the internet. In addition to 
the data contained informative website also contains data that 
updates to the operating system, the update of the web browser, 
and website advertising that usually appears as a pop-up. 

Based on the results of the K-Means as shown in Figure 4 
indicate that each cluster obtained having a different number of 
significant cluster members. 

In the first cluster have shown low levels of traffic, but has 
some websites most. Data on the first cluster contains most of 

the advertising media website that coincided with a visit to a 
website activity. Meanwhile, in the second cluster that has 
moderate traffic levels, the data indicate a cluster member news 
sites that are in this cluster. 

On the results of the third cluster is a group of websites 
with the highest traffic levels, but has the least number of 
websites. Data in this cluster shows that social media is a 
website with traffic levels were relatively high. Other data from 
the third cluster shows that Internet users access website search 
engine more frequently than from other websites including 
social media websites. 

Although the research by [19] mention that the K-Means 
algorithm has shortcomings in central initialization beginning, 
in this study there were no such deficiencies. Clustering by two 
applications, Rapid Miner and SPSS produce the same data, 
this indicates that the determination of the value of the initial 
cluster center of these two applications has the same initial 
value. 

Based on the results of clustering has been obtained that 
Internet users in educational institutions often make access to 
website search engine for information related to their field. 
This study also obtained results, that the social media website 
and streaming video sites accessed more frequently than the 
information and news website. These results caused by the 
delivery of information in the digital age now entering the 
realm of social media compared to other information websites. 

In this study, social media included in the website 
frequently accessed by the user. This is according to research 
conducted by [1] [9] which states that social media becomes 
one of the surfing activity frequently accessed. 

Cyber profiling process that has been done shows that the 
search for information more frequently accessed by users 
coming from educational institutions. This indicates that 
environmental factors and daily activities affect on what is 
accessed by the user. These results refer to the study [8] which 
states that the process of cyber profiling to predict based on the 
demographic information has a high degree of accuracy. 

Based on the above data profiling results to higher 
educational institutions indicate that the use of the Internet has 
been used to support the educational process. The source of the 
data obtained showed no user activity in the area of higher 
education that leads to cybercrime. 

In this case was supposed to complete the profiling results 
as mentioned by [5], the source of data should contain log 
activity on a computer that had been used, but in this research, 
the data has only been in the form of log data network traffic. 

In this study cyber profiling can only provide information 
about the Internet activities performed by users, but for the 
threat of crime and profiling based on data from computers that 
have been used as mentioned by [5] are still not exist.   

The results of this research have been able to meet the 
definition of cyber profiling, because it provides information 
about the user based on the current activity connected with the 
internet. The results of this study can be used by network 
administrator to improve the quality of services, policies, and 
security as mentioned by [7]. 
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VI. CONCLUSION 

The results of log analysis datasets using the K-Means 
algorithm to cyber profiling process show that the algorithm 
has to group activity based on the data of internet users visited 
the website. This grouping is divided into three, namely the 
visit low, medium, and high. 

In this study, the K-Means algorithm is used as an 
algorithm for the cyber profiling process. K-Means algorithm 
being used is in line with expectations from this study, because 
it has a simple algorithmic process with a good degree of 
accuracy. But the K-Means algorithm has disadvantages, 
namely the process of making an initial value initial random 
center. This can lead to differences in the results of the cluster. 

The results of this study indicate that Internet users in 
higher educational institutions are more accessible to website 
for searching information. The results also show that social 
media has a high-level visit after website search engine. 

This study has limitations in the source of data for the 
profiling process. For the perfection of the profiling, the 
process should contain the data of any computer activities. 
Therefore, further research is expected to perform better cyber 
profiling with the more complete data source. 
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